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(HPZVAKaqu;%?g Z%OZ(f;' wor11.02.2013 N 17 [JokymeHT npepocTtasnieH KoHcynbTaHTIn0C

"O6 yTBepxaeHUn TpeboBaHwii 0 3amTe MHGOPMaLWK, HE COCTaBNSIo. .. AaTa coxpanerua: 11.03.2025

3apeructpupoBano B Muntocte Poccun 31 mas 2013 r. N 28608

OENEPAJIbHASA CITYXBA NO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 11 heBpana 2013 r. N 17

OB YTBEPXOEHWUA TPEGOBAHMUI ]
O 3ALUMTE MHPOPMALIMW, HE COCTABNSAIOLLEN FOCYAPCTBEHHYIO TAMHY,
CO[MEPXALLIEACS! B FOCYAPCTBEHHbIX UHOOPMALIMOHHbIX CUCTEMAX

CIUCOK M3MEHSIONINX JIOKYyMEHTOB
(8 pen. I[IpukazoB @®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106, ot 28.08.2024 N 159)

B cootBercTBHM ¢ yacThio 5 ctathu 16 denepanbHoro 3akoHa ot 27 utonst 2006 r. N 149-03 "O6
nH(popmanuu, THOOPMAITMOHHBIX TEXHOJOTHAX U 0 3amuTe nHhopmaruu" (CoOpanue 3aKOHOIATEIIbCTBA
Poccuiickoit ®enepanuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, cT.
4600; 2012, N 31, ct. 4328) u [lonoxenuem o denepanbHON CITykK0€ IO TEXHHYECKOMY U DKCIIOPTHOMY
KOHTPOJII0, YTBepKJIeHHbIM YKa3oM [Ipe3unenra Poccuiickoit @enepauuu ot 16 arycra 2004 r. N 1085
(Cobpanme 3axkoHomarenscTtBa Poccuiickont ®Denepamnuu, 2004, N 34, cr. 3541; 2006, N 49, ct. 5192;
2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npuxa3biBao:

1. VYrtBepautrh mnpunaraemple TpeOoBanus o 3ammre HHPOPMAIMK, HE COCTaBISIOLICH
TOCyIapCTBEHHYIO TaliHy, COJIEpKaIICICs B TOCYAapCTBEHHBIX NHPOPMAIIMOHHBIX CUCTEMAX.

2. YcTaHOBUTD, YTO yKa3aHHbIC B MyHKTE | HacTosmero nmpukaza TpeGoBaHUs MPUMEHSIOTCS IS
3amUThl THPOPMAIIUU B TOCYIAPCTBEHHBIX MH(OPMAIMOHHBIX cucTeMax ¢ 1 ceHTsops 2013 r.

Jupexrop

denepanbHOI CIyXObl IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepKIECHBI
npukazomM O®CTIK Poccun
ot 11 ¢espans 2013 . N 17

TPEBOBAHUSA ]
O 3ALLMTE UHOOPMALIMW, HE COCTABNSIIOLLEN FOCYAAPCTBEHHYIO TAMHY,
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(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

COLEPXALLENCA B rOCYOAPCTBEHHbIX MUHOOPMALIMOHHBIX CUCTEMAX

CIHCOK N3MEHSOIINX JIOKYMEHTOB
(8 pex. I[IpukazoB @®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106, ot 28.08.2024 N 159)

. O6wme nonoxeHus

1. Hactossmue TpeOGoBanusi pazpaboTaHbl B COOTBETCTBHM ¢ DenepanbHbIM 3aKOHOM OT 27 MO
2006 r. N 149-®3 "O6 wnbpopmanmu, WHPOPMALMOHHBIX TEXHOJOTHUAX M O 3amuTe HHpopmarmu”
(Cobpanme 3akoHomarenscTtBa Poccuiickoit @eneparuu, 2006, N 31, cr. 3448; 2010, N 31, cT. 4196;
2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328), a Takke C Y4eTOM HaIMOHAJIBHBIX
ctannapToB Poccuiickoit @®enepanuun B o0nacTH 3amuThl WHGOPMAllMM W B OOJACTH CO3/IaHUs
aBTOMATH3MPOBAHHBIX CHCTEM (J1aJiee - HAIMOHAJIbHBIC CTAHIAPTHI).

2. B [1okyMeHTe yCTaHaBIMBAarOTCS TpeOOBaHMA K OOECHEUEHHIO 3alluThl HHPOpPMALUU
OrPaHUYEHHOIO JOCTYIA, HE COAEprKallel CBEIECHUS, COCTABILIOIINE TOCYIapCTBEHHYIO TaliHy (najee -
uHpOpMalHs), OT YTEYKH MO TEXHHUYECKUM KaHajaM, HECAHKIIMOHMPOBAHHOTO JOCTYIA, CIELUAIbHBIX
BO3/JICHCTBUI Ha Takylo MHGopMaluio (HOCUTENH MH(OpMAIMK) B LEIIX €€ JTOObIBaHUS, YHUUTOXKEHUS,
MCKa)KeHUs MM OJOKUPOBAHUS JIOCTYIA K He (ajiee - 3amuTa nHpopManun) npu o0paboTke ykazaHHOM
nH(pOpMallMU B TOCYaPCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMAX.

Hacrosimue TpeOoBaHus MOTYT NPHUMEHATHCS JUIA 3alMThl  OOIIEJOCTYNMHON HH(popMauy,
coJiep Kalieiicss B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEMAaX, ISl JJOCTIDKEHHUS TIeJIeH, yKa3aHHbBIX B
nynktax 1 u 3 wactu 1 crateu 16 @PenepanbHoro 3akoHa ot 27 urons 2006 r. N 149-03 "OO6
nH(popMaly, THPOPMAIIMOHHBIX TEXHOJIOTHUSX U O 3aluTe nHpopmanun'.

B nokymeHTe He paccMmaTpuBaroTCd TpeOOBaHHS O 3amUTe HWHPOpPMALUHM, CBSA3aHHBIE C
NPUMEHEHHEM  KPHUNTOrpaUYecKux  METOJOB  3alUThl  MHPOpPMAamMd W IU(PPOBAITBHBIX
(xpunTorpauuecKux) CpeACTB 3ALUUTH HH(POPMAIIHH.

3. Hacrosmme TpeGoBaHusi SBISAIOTCS 00s3aTeNbHBIMA TIpu  00paboTke WHPOPMAIMK B
rOCYIapCTBEHHBIX HH(OPMAIIMOHHBIX CHUCTEMax, (DYHKIMOHHMPYIOIIMX Ha TeppuTopun Poccuiickoi
@enepany, a TakkKe B MYHHUIIMNAIbHBIX WH(GOPMAIMOHHBIX CHUCTEMaX, €CJIM WHOE HE YCTaHOBIIEHO
3aKoHOaTenbCcTBOM Pocculickoit denepani 0 MECTHOM CaMOYIIPaBIICHUN.

Hactosume TpeGoBaHust He pacpoCTPaHIIOTCS HAa TOCYIapCTBEHHbIE HHPOPMAI[MOHHBIE CUCTEMBI
Anmvunuctpanuu [Ipesunenta Poccutickoii ®denepanuu, Coeta bezonacHoctu Poccuiickoit @enepanuu,
®enepanbHoro CobOpanmsi  Poccumiickoit  ®Depneparnuu, IIpaButensctBa Poccuiickoii denepanuu,
Koncturynmonnoro Cyna Poccuiickoit ®enepaunu, BepxoBHoro Cyna Poccuiickoii ®enepanuu u
denepanbHOl Cimy)0b1 Oe30macHocTH Poccuiickoit deaepariuu.

(8 pex. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

4. Hacrosumme TpeGoBaHus mnpeAHa3HadeHbl A oOjazatenedl MHPOpPMALMHU, 3aKa34UKOB,
3aKIJIIOYHMBIIUX TOCYIAPCTBEHHBIH KOHTPAKT HA CO3JIaHUE TOCYAapCTBEHHON WH(POPMAIIMOHHON CHCTEMBI
(anee - 3aKa34MKU) U ONEPATOPOB rOCYIAPCTBEHHBIX HH(OPMAIIMOHHBIX CUCTEM (JlaJiee - OIepaTophl).
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[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

Jlumo, oOpabaTeiBaromiee HWH(POPMAIMIO, SBISIONLYIOCS TOCYIApCTBEHHBIM HH(POPMAITMOHHBIM
pecypcoMm, 10 TIOpy4YeHHIO oOmamarens wuHpopManuu (3aKa3dyuka) WM omeparopa U (WIH)
MPEIOCTARIISIONIEE WM BBIYHCIUTENBHBIC pPECcypchl (MOIIHOCTH) i 00paboTku wuHpOpManwu Ha
OCHOBAaHUHU 3aKJIFOUEHHOTO JOroBopa (Janee - YIOJIHOMOYEHHOE JIMILO), OOECHeduBaeT 3alluTy
nHpOpMalMM B COOTBETCTBUHM C 3aKOHOJATENbCTBOM Poccuiickoit ®deneparu 00 wuHbOpManmu,
MH(GOPMAILIMOHHBIX TEXHOJOTUAX U O 3ammure uHopmanuu. B noroBope nomkHa OBITH MPETyCMOTPEHA
O0SI3aHHOCTh ~ YIOJHOMOYCHHOTO JIMIla OOecrevWBaTh  3amUTy  WHGOPMAINU,  SIBISTFOIICHCS
rocy/1lapCTBEHHbIM HH(POPMAIITMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOSIIMMH TpeOoBaHUSIMHU.

5. Tlpu 00paboTKe B TOCYJAapCTBCHHON HH(DOPMAIMOHHOW CUCTeMe WH(MOpMAIMH, COACpXkKalen
NepcoHaNbHbIE JaHHbIE, HacTosue TpeOoBaHUS MPUMEHSIOTCS HapAdy C TPEeOOBAHMSIMH K 3allUTe
MEPCOHANBHBIX JAHHBIX TPU WX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaX IEPCOHAIBHBIX JIAHHBIX,
yTBEpKACHHBIX MTocTaHoBiIeHueM [IpaBurensctBa Poccuiickoit denepanuu ot 1 HOAOps 2012 1. N 1119
(Cobpanue 3akonomarenbcTBa Poccuiickoit denepanuu, 2012, N 45, ct. 6257).

6. Ilo pemenuto obnagarens uHpopmalmu (3aKazyvka) WIK oneparopa Hacrosume TpeboBaHus
MOTYT MpPHUMEHSTbCS  JUIsl  3alluThl  MHGOpPMallUM, COJAEpJKalleiics B  HErocyJapCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMaX.

7. 3ammTa uHGOpPMAIIMH, COAECPKAIEHCs B TOCYAapCTBEHHOM MH(POPMAIIMOHHON cucTeme (naee -
uH(bOpMallMOHHAsT CUCTeMa), oOecleunBaeTcsl IyTeM BBIIOJHEHUS obiagaTeneM HHDOpMAIUH
(3aka3uynkoM) H (WJIM) OTepaTopoM TPEOOBAHMI K OpraHU3AIMH 3alUTH HH(POpPMAIUHU, cofepKaIencs B
nH(GOPMAIIMOHHOW CHUCTeMe, W TpeOoBaHWMN K MepaMm 3alluThl WHGOpPMAIMU, COJEpKalleics B
MH(GOPMaLIMOHHON CUCTEME.

Il. TpeboBaHMA K opraHM3auumm 3awmTbl UHPOpMaLUn,
cogepxawencs B UHOPOPMaLUMOHHON cucTemMe

8. B undopmanmonHoil cucreMe 0O0bEKTaMH 3alIUTHI SBISIOTCS WHGPOpMAIUs, CoJepKamasics B
MH(GOPMaLIMOHHON CUCTEME, TEXHHUUECKHE CPe/ICTBA (B TOM YHCIIE CPEeICTBA BHIYMCIUTENIbHON TEXHUKH,
MalIlIMHHBIC HOCUTCIN I/IH(bOpMaLII/II/I, cpeactBa U CHUCTCMBI CBA3UM U NICPEAAYU JAHHBIX, TCXHHUYCCKUC
cpeactBa  00pabOTKM OyKBEHHO-IIU(MPOBOH, TpaduyecKod, BHACO- U peUeBON HHGPOPMAIIHH),
o0IIecucCTeMHOe, TMPUKIAJHOE, CIEUUANIbHOE TporpaMMHOE obOecriedueHue, HH(PpOPMAIIMOHHBIC
TEXHOJIOTUH, a TAK)KE CPEACTBA 3aIUTHI HPOPMAIINH.

9. Hns oOecrneueHus 3amuThl HHQOPMALUH, COAEpXKaIIelcs B WHPOPMALMOHHOW CUCTEME,
OIIEpaTOpOM Ha3HA4YaeTCsd CTPYKTypHOE TMOJpa3eNieHne WM JOJDKHOCTHOE JHHO (pabOTHUK),
OTBETCTBEHHBIE 32 3aLIUTY WH(POPMAIIHH.

10. [ns mnpoeaeHuss paboT mo 3ammre WHGOPMAIMM B XOJE CO3JAHUS M OKCILTyaTalllH
nH(GOPMAIIMOHHON CUCTeMBI oOnanaTeneM nHGopManuu (3aKa34ruKOM) U ONEPaToOpOM B COOTBETCTBHUU C
3aKOHOJIATEeNbCTBOM Poccuiickoit ®enepanuu 1pu  HEOOXOAMMOCTH TIPHUBJICKAIOTCS OpraHU3AINU,
UMEIOIIUE JINIICH3WIO Ha JICATEIBHOCTh MO TEXHUYECKOW 3amuTe KOHPHUICHIHUATbHOW WHPOpMAIUU B
cooTBeTcTBUU ¢ DenepanbHbiM 3akoHOM OT 4 Mast 2011 r. N 99-®3 "O nuiueH3upoBaHUU OTACIBHBIX
Bu0B nesrenbHocTH" (CoOpanue 3akoHOoaTenbeTBa Poccmiickoit @eneparum, 2011, N 19, ct. 2716; N
30, cT. 4590; N 43, c1. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Jnst oOecrieueHusl 3amuThl HHQOPMAIUK, COJEpXKANICHCS B WHPOPMAIMOHHON CHCTEME,
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[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

NPUMEHSIOTCSL CPEACTBA 3allUThl HMH(OpPMAIUK, TMPOUICIIINE OIICHKY COOTBETCTBUS B (opme
o0s3aTenbHONM cepTU(dUKAIMM Ha COOTBETCTBHE TpeOoBaHMSAM 1O Oe3omacHOCTH HH(OpMaluu B
COOTBETCTBHH €O cTaTheil 5 denepanbHoro 3akona ot 27 nekadps 2002 r. N 184-03 "O TexHH4ueckoM
perynupoBanun" (Cobpanue 3akoHomaTenbcTBa Poccuiickoit @eaepammm, 2002, N 52, ct. 5140; 2007, N
19, cT. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, ct. 5711; 2010, N 1, cT.
6; 2011, N 30, cT. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3ammra wHbOpMammu, coiepxkameiics B MHPOPMALMOHHOW CHUCTEME, SIBISIETCS COCTABHOU
4acThI0 paboT MO CO3JaHUIO U 3KCIUTyaTallud MH(OPMAIMOHHOM CHUCTEMBbI U 00ECIeUYMBAEeTCsl Ha BCEX
cTaausax (3Tamax) €e CO3/aHus, B XOJ€ IKCIUIyaTallud U BBIBOJA M3 SKCIUTyaTallud IyTEM NPUHATHS
OpPraHU3allMOHHBIX M TEXHWYECKMX Mep 3alluThl MH()OpPMAallMU, HANpPaBICHHBIX Ha OJOKHPOBaHUE
(meiTpaym3anuio) yrpo3 6e3omacHocTr HHGOpMauu B HHOOPMAIIMOHHOW CUCTEME, B paMKaX CHUCTEMBI
(moxcucTembl) 3amUThl  MHGOpPMaLUMU HHMOPMALMOHHOW CHUCTEMbI (Jajiee - CUCTeMa 3alllUThl
nH(popMalu HHPOPMAITUOHHON CHUCTEMBI).

(B pen. [Ipukaza ®CTDK Poccun ot 15.02.2017 N 27)

OpranuzaloOHHbIE M TEXHUUYECKHUE MEPBI 3aIIUThl HH(OPMALIUU, pealn3yeMble B paMKaxX CHUCTEMbI
3aMThl MHpOpMau MH(GOPMAIMOHHONW CUCTEMBI, B 3aBUCUMOCTH OT MH(pOpMAILUHU, CoAepKalleics B
MH(GOPMALIMOHHON CHUCTEME, Lened co3AaHus HMH()OPMALMOHHOW CHUCTEMBl M 33/ay, PEIIaeMbIX 3TOM
MH(POPMALIMOHHOM CUCTEMOH, TOJKHBI OBITh HAIIPABJICHBI HA UCKIIIOUEHHE:

HETIPaBOMEPHBIX JOCTYIa, KOMHPOBAHUS, TMPEAOCTABICHUS WM PacIpOCTpaHEHHs WHGOpMAIHN
(o6ecrieuenne KOH(UACHINATEHOCTH HH(OPMAIIIHN);

HENPaBOMEPHBIX YHUUTOXKEHUS WM MOAUPHUIMPOBAHUS MHPopMaluu (obecreueHe 1eI0CTHOCTH
uHpOpMaIIUN);

HEIpaBOMEpHOro 0sokupoBaHus HHpopmanuu (obecrieueHne JOCTYITHOCTH HH(POpMAIINN).

13. Jlns oOecneueHus 3amuThl MHGOPMAIMM, COAEpXKaIlelcs B HMH(OPMAIMOHHOW CHUCTEME,
MIPOBOJIATCS CIIEYIOLE MEPOIPUSATHS:

¢dopmupoBaHue TpeOGoBaHMIA K 3a1IuTe HHYOPMAITUH, coaepKalleics B MHPOPMAIIMOHHOM CUCTEME;
pa3paboTKa CHCTEMBI 3alTUThl HH(pOpMauu HHPOPMAITMOHHON CUCTEMBI,
BHE/IPEHHE CUCTEMBI 3alUTHl HHPOPMAIUU HHPOPMAIITMOHHONW CUCTEMBI;

aTTecTanys WHPOPMAIMOHHONW CHCTEMbl 10 TpeOOBaHWSAM 3alIUThl HWHPOpMAIHMH (Ianee -
aTTecTanys HHPOPMAIIMOHHOMN CUCTEMBI) U BBOJI €€ B ICHCTBUE;

obecrieueHne 3amIUThl MHPOPMAIMK B XOJI€ JKCIUTyaTalldd aTTeCTOBAaHHOW HMH(OPMAIMOHHOMN
CHCTEMBEI,

obecrieueHre  3amMThl  HMHGOPMALMK TP  BBIBOJE W3  OKCIUIyaTallud  aTTECTOBAHHOMN
MH(POPMALIMOHHOMN CUCTEMBI WJIH MOCTIe IPUHATHUS PEIICHUs 00 OKOHYaHUH 00pabOTKU HH(POpMAIUH.

dopmupoBaHue TpeboBaHUM K 3amuTe MHopmauum, coaepxaLiemcs

www.consultant.ru CrpaHuua 5 ns 43
HafeXHaa npaBoBas noaaep)ka


https://www.consultant.ru/
https://www.consultant.ru/
https://login.consultant.ru/link/?req=doc&base=LAW&n=471095&date=11.03.2025&dst=180&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=213978&date=11.03.2025&dst=100011&field=134

Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

B UHPOpPMaLMOHHOU cUcCTEME

14. ®opmupoBanue TpeOOBaHMN K 3amuTe HHGOPMAIMH, COIEpKaIleics B WH(POPMALOHHON
CHUCTEME, OCYIICCTBIISETCS 00JIamaTesieM HHPOPMAIIHH (3aKa34HKOM).

dopmupoBanue TpeOOBAHUH K 3aIInTe HHPOPMAIIUH, CoMeprKaIeiicsi B ”HPOPMAIIMOHHOH cUcTeMe,
ocymectBusiercss ¢ yderom ['OCT P 51583 "3ammra wundopmamuu. Ilopsaok co3ganus
aBTOMATHU3MPOBAHHBIX CHUCTEM B 3alllMIICHHOM HcnonHeHuu. OOue mnonoxenusa" (mamee - 'OCT P
51583) u T'OCT P 51624 "3ammra wHbOpManuu. ABTOMAaTU3UPOBAHHBIC CHCTEMbI B 3allUIIEHHOM
ucnonHenuu. Oomue Tpedbopanus" (ganee - FOCT P 51624) u B Tom unciie BKIIOYAET:

IPUHATHE PeUIeHUs] 0 HeOOXOIUMOCTH 3alUTHl HHGOPMALIMK, CoiepkKalencs B UHHOPMalIMOHHON
CUCTEME;

KJaccu(UKanuo MHPOPMALMOHHOM CHUCTEMBI MO TPeOOBAHUAM 3aIUMTHl MHPOpMaLuu (nanee -
kjaccuukanus HHGOPMaLIMOHHON CUCTEMBI);

ompejieNieHue yrpo3 0e30macHOCTH WHPOpMAIUH, peanu3alus KOTOPBIX MOXKET MPUBECTH K
HapyIleHno 0e30macHOCTH uHpopManuu B WHOOPMAIIMOHHOW CUCTEME, M pa3pabOTKy Ha MX OCHOBE
MOJIeNH YTpo3 6€30MacHOCTH HH()OPMALINY;

orpezesieHue TpeOOBaHUM K cUCTEME 3aIIMThl HH(OpMauy HHPOPMALIMOHHON CUCTEMBI.

14.1. Tlpu npuHATHM pemeHuss 0 HEoOXOAMMOCTH 3allUThl WH(pOpPMAIMH, COJEpKalleics B
MH(POPMALIMOHHOM CUCTEME, OCYIIECTBISIETCS:

aHaNMM3 1enel co3aanus UH()OPMAIIMOHHONW CUCTEMBI U 3aJ1ad, PellaeMbIX dTOW WH(OPMAIIMOHHON
CHCTEMOM;

orpeneneHue nHpopMaIu, noiexanieit 00padboTke B MHPOPMALIMOHHOM CUCTEME;

AHaJIW3 HOPMATHUBHBIX ITPABOBLIX aKTOB, METOJNYCCKUX NTOKYMCHTOB M HAIlTMOHAJIBHBIX CTAaHAAPTOB,
KOTOPBIM JOJI’)KHA COOTBCTCTBOBATH I/IH(l)OpMaI_[I/IOHHaSI CHUCTEMA,

NPUHSATHE  pEIIeHHS O  HEOOXOAMMOCTH  CO3JaHUS  CHCTEMBl  3alluThl  HH(OpMaIuu
MHPOPMAIIMOHHOM CHCTEMBI, a TakKXe OIpeleseHre Ielel W 3agad  3ammThl MHQOpMAluu B
WHPOPMAIIMOHHON  CHCTEME, OCHOBHBIX OTalOB CO3JaHUS CHUCTEMbI 3alUTHl  HH(pOpMauu
MH(POPMALIMOHHON CHUCTEMBI M (QYHKIMA MO OOECIeYeHHIO 3alUThl MH(OPMAINM, COJEpIKallelcs B
nH(pOpMaAIMOHHOW cucTeMe, o0manarens nHdopMaIuu (3aka3yuka), orepaTopa U yIoJIHOMOYCHHBIX JIUII.

14.2. Knaccudukaruss nHOOPMAIIMOHHONW CHCTEMBI MPOBOAWTCS B 3aBUCUMOCTH OT 3HAYUMOCTH
oOpabaTeiBacMoii B HeW wuHMopmanuu W Maciraba WHGOPMAIMOHHONW CHUCTeMBI ((deaepaabHbIi,
pETHOHAJIBHBIH, 00BEKTOBBIH).

VYcraHaBiaMBaOTCAd TpH Kjacca 3aIlMIIEHHOCTH WH(QOPMALMOHHOM CHCTEMBI, ONpEIEIAIoLIe
YPOBHH 3alUIIEHHOCTH cojepraieiicss B Hell nHpopmarmu. Camblii HU3KUH Kilacc - TPETUH, caMbli
BBICOKHUH - mepBbIid. Kiacc 3amuiuieHHoCTH HHPOPMAIIMOHHON CUCTEMBI ONPEENAeTCsS B COOTBETCTBUM C
npunokenueM N 1 k HacTosmuMm TpeboBaHusaM.
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

(B pex. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

Knacc 3amumeHHoctd omnpenensercs s WHGOPMALMOHHOM CHCTEMBI B LEJIOM U, IpH
HEOOXOIMMOCTH, MJii €€ OTICNBbHBIX CErMEHTOB (COCTaBHBIX dacTeid). TpeOoBaHuMe K Kiaccy
3alMIICHHOCTH BKJIIOYAETCS B TEXHHUUYECKOE 3aJlaHue Ha co3/laHhe MH(OPMALMOHHONW CUCTEMBI U (WJIN)
TEXHUUYECKOE 3a/laHre (YacTHOE TEXHHUYECKOE 3aJaHWe) Ha CO3/JaHHE CHCTEMBI 3allUThl MH(OpMAIH
uH(pOpMalIMOHHOW cucTeMbl, pa3pabareiBaemble ¢ yuetom [OCT 34.602 "UndbopmaunoHHast
texHosiorusi. KoMIuiekc cTaHmapToB Ha aBTOMATH3WPOBAHHBIC CHUCTEMBI. TE€XHHYECKOE 3a/laHhe Ha
co3nanue aBromatusupoBanHoi cuctemsl” (manee - 'OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3amumenHocTH WH()OPMAIMOHHONW CHUCTEMBI TOMJICKUT IEPECMOTPY IPH H3MEHEHUH
Macitaba HHPOPMAITMOHHOM CUCTEMBbI UM 3HAUUMOCTH 00pabaThiBaeMoii B Hell HH(OpMaIIUU.

Pesynbrate knaccudukanyum nHOOPMAITMOHHONW CUCTEMBI O(OPMIISIOTCS aKTOM KJ1acCHU(UKAIUH.

Knacc 3amunienHoctd nHGOPMAIMOHHOM cUCTEeMBI, (DYHKIIMOHUPOBAHKUE KOTOPOH IMpeaIoaraeTcs
Ha 06aze MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON MH(PACTPYKTyphl IIeHTpa 00paboTKMU JaHHBIX, <1>
HE JIOJDKEH OBbITh BBIIIE KJIacca  3alUIIEHHOCTH  HMH()OPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHON
UHQPaCTPYKTYphI LIEHTpa 00pabOTKU JaHHBIX.
(a63am BBeneH I[pukazom ®CTIOK Poccun ot 28.05.2019 N 106)

<1> [lynkr 5.3 MeToauuecKkux yKa3aHHH MO OCYIIECTBJICHUIO y4eTa MH()OPMAIMOHHBIX CUCTEM U
KOMITOHEHTOB MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON MH(PACTPYKTYphl, YTBEPKICHHBIX MPUKA30M
Munkomcssizu Poccun ot 31 mast 2013 r. N 127 (3apeructpupoBan Muntocrom Poccun 5 Hos6ps 2013
r., peructpannonHbiii N 30318), ¢ yueroM u3MeHeHUH, BHECEHHBIX TTpUKa3oM MuHkoMcBsi3u Poccun ot
15 urons 2016 r. N 266 (3apeructpupoBan MuntoctoMm Poccuu 14 utonst 2016 r., peructpainoHHbii N
42853).

(cnocka BBeneHa [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

14.3. Yrpo3sl 6e30nmacHOCTH MH(POPMALIUK ONPEACTSIOTCS MO Pe3yJIbTaTaM OLIEHKH BO3MOXKHOCTEH
(moTeHmMana) BHEMIHUX MW BHYTPEHHUX HapyIIMTENeH, aHalu3a BO3MOXHBIX  YS3BHUMOCTEH
MH(POPMALIMOHHON CHUCTEMBI, BOZMOXKHBIX CIIOCOOOB peaju3aluu yrpo3 0e30MmacHOCTH WHGpOpMaluu U
MTOCJICICTBHI OT HapyIICHUS CBOMCTB Oe30macHOCTH HHpopMaIuu (KOHGUIEHITNATbHOCTH, IIEIOCTHOCTH,
JOCTYITHOCTH).

(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

B kauecTBe MCXOIHBIX TaHHBIX JUJISl OMPEEIICHUS yrpo3 0€30MacHOCTH HH(OPMAIH UCTIONB3YETCS
0aHK MaHHBIX yrpo3 OesomacHocTH uHbopmarmu (bdu.fstec.ru), BemeHue KOTOPOro OCYINECTBIISIETCS
@®CTOK Poccun B coorBercTBUH ¢ moanyHkToM 21 mynkra 8 Ilomoxkenust o @enepanbHON Ciry:xOe 1Mo
TEXHHYECKOMY M OKCIIOPTHOMY KOHTpPOJIO, yTBepxkaAeHHOro Ykaszom Ilpesunenta Poccuiickoii
®deneparuu ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akonomarenscTBa Poccuiickoit @enepammm, 2004,
N 34, ct1. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct1. 5431; 2012, N 7, ct. 818; 2013, N
26, ct. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, cT. 6041; 2015, N 4, ct. 641; 2016, N 1, crT.
211) (manee - Oank maHHBIX yrpo3 Oe3omacHocTH uMHpopMamuun DPCTOIK Poccum), a Takxke HHBIC
HUCTOYHUKH, COJEPIKAIINE CBEJICHUS 00 YA3BUMOCTSX M YTpo3aX 0€30MacHOCTH HHPOPMAIIHH.

(a63an BBeneH I[pukazom ®CTOK Poccuu ot 15.02.2017 N 27)
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

[lpu  ompenenenun  yrpo3  0e30MacHOCTH  MHGOPMAIMM  YYUTHIBAIOTCS  CTPYKTYpPHO-
(GyHKLMOHATIbHBIE XapaKTEPUCTUKU HH(OPMALIMOHHON CHCTEMBbI, BKIIOYAIOIIUE CTPYKTYpy M COCTaB
MHPOPMALIMOHHON CUCTEMBbI, (U3WYECKUE, JIOTHUECKHe, (YHKIMOHAJIBHBIE M TEXHOJOTHYECKUE
B3aMMOCBSI3U MEX/1y CerMEHTaMH HH(OPMALIMOHHOM CUCTEMBI, ¢ MHBIMU HH(POPMALIMOHHBIMU CUCTEMaMH
U WHPOPMALMOHHO-TEIIEKOMMYHUKAIIMOHHBIMU ~ CETSIMH, pPEKUMBI  00paboTku wuHGpOpMaIu B
MHPOPMALIMOHHOM CHUCTEME M B €€ OTIENbHBIX CEerMEeHTaX, a TakXe UWHbIE XapaKTepPUCTUKU
MHPOPMAIIMOHHON CHUCTEMBI, TNPUMEHAEMble HH(POPMALMOHHBIE TEXHOJIOTMH M OCOOEHHOCTH ee
(GYHKLIMOHUPOBAHMUS.

[lpu ompenenenun yrpo3 Oe3omacHocTH HMHPOpPManud B  WHPOPMALMOHHOW  CHCTEME,
(GyHKIMOHUPOBAHUE KOTOPOH Mpenmoiaraercss Ha 0Oaze HH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHON
UHPPACTPYKTYpbl IIeHTpa OOpaOOTKM HaHHBIX, JIOJDKHBI YUYUTBIBATBCS YIPO3bl  O€30IMaCHOCTH
WHPOpPMAIINY, aKTyalbHbIC i MH()OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHOW WHQPPACTPYKTYphl LEHTpa
00pabOTKH JaHHBIX.

(a63arn BBeneH [Ipukazom ®CTOK Poccum ot 28.05.2019 N 106)

[To pesympraram ompeneneHuss yrpo3 Oe3omacHOCTH WHGPOPMANMK TIPH  HEOOXOIUMOCTH
pa3pabaThIBalOTCS PEKOMEHAAIMH MO KOPPEKTHPOBKE CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEPUCTHK
WH()OPMAIIMOHHOW CHUCTEMBI, HANpPABJICHHbIE HAa OJOKMPOBaHWE (HEUTpAIM3alMIO) OTACIBHBIX YIpo3
6e301acHOCTH HH(POPMALIUH.

Mopnens yrpo3 Oe3omacHOCTH HMH(OpPMalMU JIOJDKHA COJEp)KaTh ONHCaHHe HH(POPMAIMOHHOM
CHCTEMBI M €€ CTPYKTYpHO-(YHKIIMOHAJIBHBIX XapaKTEPUCTUK, a TAKXKE OMHMCAHHE Yrpo3 0e30MacHOCTH
nH(popManMy, BKIIOYAIONIEEe OINHUCAHWE BO3MOXHOCTEH HapymuTened (MoAenb HapyIIUTEs),
BO3MOJKHBIX YSA3BHUMOCTEH HH(POPMAIMOHHONW CHCTEMBI, CIIOCOOOB peanu3aliu yrpo3 0e30MacHOCTH
nH($OpPMallUU U MOCIEICTBUNA OT HApYIIEHHs CBOMCTB 0€301MacHOCTH HH(OPMAIIUH.

s onpenenenus yrpo3 6€30mMacHOCTH MH(POpPMauu U pa3pabOTKH MOAETH Yrpo3 0e30MacHOCTH
nH(bOpMalli TPUMEHSIOTCS METOJAUYECKHUEe JTOKYMEHTHI, pa3paboTaHHble U yTBepkaeHHble DCTOIK
Poccun B cootBercTBMM ¢ mnoanyHkroM 4 myHkta 8 Ilomoxenus o DexepanpHol ciyxbe 1o
TEXHUYECKOMY M OSKCIIOPTHOMY KOHTPOJIIO, YyTBepkAeHHOro Ykazom Ilpesunmenta Poccuiickoit
@enepanun ot 16 aBrycta 2004 r. N 1085 (Cobpanue 3axononarensctBa Poccuiickoit deneparun, 2004,
N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeGoBaHus K CUCTEME 3aLIUTHI HH(POPMAIMA UHPOPMALMOHHON CUCTEMBI OTIPENEIAIOTCS B
3aBUCHMOCTH OT KJIacCa 3alIMIIEHHOCTH WH()OPMAIMOHHOW CHCTEMBI M yrpo3 0e30MacHOCTH
MH(OPMaINH, BKIIOYEHHBIX B MOZENb YIpo3 0€301acHOCTH HH(POPMALIUH.

TpeboBanuss Kk cucteMe 3amuThl MHGOPMANUU HHOYOPMALMOHHON CHCTEMBI BKIIOYAIOTCS B
TEXHUYECKOE 3aJjaHe Ha CO3JaHie MH()OPMAIIMOHHON CUCTEMBI U (WJIM) TEXHUYECKOe 3afaHnue (4acTHOE
TEXHHYECKOE 3a/laHMe) Ha CO3JaHHe CHCTEMbI 3allUThl WHPOPMAIMH WHPOPMAIMOHHOW CHUCTEMBI,
pazpabareiBaemblie ¢ ydyerom ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u 10/KHBI B TOM YHUCIIe

COJICPIKATh:
eJTb U 33]1a9¥ 00ecTieueHus 3aluThl HHQopManuu B MHHOPMAIIMOHHON CUCTEME;

KJ1aCcC 3allTMIIICHHOCTH HH(bOpMaHHOHHOﬁ CHUCTCMBI,

www.consultant.ru CrpaHuua 8 ns 43
HafeXHaa npaBoBas noaaep)ka


https://www.consultant.ru/
https://www.consultant.ru/
https://login.consultant.ru/link/?req=doc&base=LAW&n=352291&date=11.03.2025&dst=100015&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=461502&date=11.03.2025&dst=100086&field=134
https://login.consultant.ru/link/?req=doc&base=STR&n=11589&date=11.03.2025
https://login.consultant.ru/link/?req=doc&base=OTN&n=6914&date=11.03.2025

Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

NEpCUCHbL HOPMATUBHBIX IIPABOBBIX AKTOB, MCTOAWYCCKUX HTOKYMCHTOB W HAllMOHAJIBbHBIX
CTaHAApPTOB, KOTOPBIM JIOJDKHA COOTBETCTBOBATDH I/IH(bOpMaHI/IOHHaH CHCTEMA,

nepevyeHb 0OHEKTOB 3AIIUTH HHPOPMALIMOHHOW CUCTEMB,

TpeOOBaHUS K Me€paM M CpeACTBaM 3alUThl MH(OpMAIMK, TPUMEHAEMBIM B HWH()OPMAIIMOHHOM
CUCTEME;

cTajuH (3Tarnsl paboT) CO3AaHUS CUCTEMBI 3aIUTHl HH(POPMAIIMOHHON CHCTEMBI;
(a6zarn BBeneH Ilpukazom @CTIK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K MOCTABJISIEMbIM TEXHHUYECKUM CPEICTBAaM, MPOrPAMMHOMY 00ECIICYCHUIO, CPEICTBAM
3alIUThl HHPOPMAIIHUH;
(a63am BBeneH [pukazom @CTOK Poccuu ot 15.02.2017 N 27)

(GyHKIMM 3aKa34yMKa M oreparopa Mo 00eCleYeHHIo 3aluThl MHGOpPMAaLMU B MH(OPMAIMOHHON
CUCTEME;
(a63an BBeneH [Ipukazom @CTIK Poccum ot 15.02.2017 N 27)

TpeOOBaHUS K  3allUTe CPeACTB M  CUCTEM, O0eCleuyMBaIOUMX  (QYHKIHMOHUPOBAHHE
nH(pOpMalIMOHHON cUCTeMBI (0OecrieunBaroliell HHPPacTPyKType);
(a63am BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

TpeOoBaHUS K 3amuTe UWHPOpMAUMU TpU HHOOPMALIMOHHOM B3aUMOJEHCTBUM C HHBIMHU
MH(POPMALMOHHBIMU CHCTEMaMH U MH()OPMALMOHHO-TEIEKOMMYHHUKAIIHOHHBIMHI CETSMH, B TOM UYHUCIIE C
MH(GOPMALIMOHHBIMU CUCTEMAMH YIOJIHOMOYEHHOIO JIMIA, a TAaKXKe MPU MPUMEHEHUH BBIYMCIUTEIBHBIX
pecypcoB (MOLTHOCTEH), TPEIOCTABISIEMBIX YIIOJTHOMOUYEHHBIM JIUIIOM JJIsi 00pabOTKU HH(OpMAIUH.

[lpu ompeneneHnu TpeOOBaHWN K CHCTEME 3alIMTHI WH(GOpMAIMH HHOOPMAIIMOHHON CHCTEMBI
YUUTBIBAIOTCS TIOJIOKEHUS TONUTHK oOecrieyeHuss HWHPOPMAIMOHHONW Oe30macHOCTH  001aiaTens
nHpopmanuu (3aKa3unka), a TakKe MOJUTHK oOecreueHus: nH(pOopMaIMoOHHOW 0€30MMacHOCTH omepaTopa
¥ YNOJHOMOYEHHOTO JMIla B 4YacTW, HE NPOTHBOpEYAlleil MOJMTHKaM obnanartens WHPOpMaluu
(3aKa3umka).

(8B pex. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

B ciygae coznanns nHGOpMaMOHHON CHCTEMBI, (YHKIIMOHUPOBAHNE KOTOPOH MpEAIoIaraeTcsi Ha
06aze WHPOPMALMOHHO-TEIEKOMMYHUKAITMOHHOW HMH(PACTPYKTypbl LeHTpa O0OpabOTKH JaHHBIX,
JONOJHUTEIBHO OIPEACNAIOTCA TPeOOBaHMWS IO 3ammTe WHPOpMAIWM, MOJISKAIINEe pPEaNn3aliy B
MH(POPMALMOHHO-TEJIEKOMMYHUKAITMOHHON HHPPACTPYKTYpe LIeHTpa 00pabOTKH JaHHBIX.

(a63arm BBeneH [Ipukazom ®CTOK Poccum ot 28.05.2019 N 106)

PaspaboTtka cuctembl 3amnTbl MHGpOpMaLMmM MH(POPMaLMOHHON CUCTEMDI

15. Pa3spaboTka cucTeMbl 3amUThl HHpOpMAIMU HWHPOPMAIIMOHHOW CHCTEMBI OpPTraHU3YeTCS
obnamarenem uHpopmanuu (3aKa3uuKoM).

Pa3pabotka cucrteMbl 3amuThl HHQOpMAMK HHPOPMAIMOHHOM CHUCTEMBI OCYUIECTBISECTCS B
COOTBETCTBUH C TEXHUYECKUM 3aJ]aHUEM Ha CO3JaHuEe UH(POPMALIMOHHON CUCTEMBI U (UJTH) TEXHUUYECKUM
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

3alaHueM (YacTHBIM TEXHUYECKUM 3aJaHMEeM) Ha CO3JIaHHE CHCTEMBl 3allUThl WH(OpMAIUU
unpopmanmonnoit cucrembl ¢ ydetom ['OCT 34.601 "HudbopmarmumonHas TexHojorus. Komruiekc
CTaHJapTOB Ha aBTOMATU3UPOBAHHBIE CUCTEMBbI. ABTOMAaTH3UpOBaHHBIE cucTeMbl. CTaguu co3gaHus"
(manee - 'OCT 34.601), 'OCT P 51583 u I'OCT P 51624 u B TOM 4uCII€ BKIIIOYACT:

POEKTHPOBAHUE CUCTEMBI 3aIIUTHI HHPOPMALINU HHOOPMAITMOHHON CHCTEMBI;

pa3pabOTKy  OSKCIUTyaTallMOHHOW  JOKYMEHTAllMM Ha  CUCTEMYy  3allMThl  HMH(POPMAaIUH
MH(POPMAIIMOHHON CUCTEMBI,

MaKeTHPOBAHUE M TECTHPOBAHHE CUCTEMBI 3aIUThl HH(pOpMaruu HHGOPMAIIMOHHON CUCTEMBI (TIPH
HEOOXOTUMOCTH).

Cucrema 3ammThl MHGOpPMALMKM HMH(POPMALMOHHOW CHCTEMBl HE JOJDKHA MPEMsITCTBOBATH
JOCTHUKEHHMIO 11eJIel co3/1aHnsl MHPOPMALMOHHOM cUCTEMBI U €€ (QYHKIIMOHUPOBAHUIO.

Ilpu pa3paboTke cucTeMbl 3alMThl WHGOpPMALMKU UHPOPMALMOHHOM CHUCTEMbI YUUTBHIBAETCS €€
MH(GOPMaLIMOHHOE B3aMMOJEICTBHE C WHBIMM HMH()OPMALIMOHHBIMU CHUCTEMaMU U HHPOPMAIMOHHO-
TEJIEKOMMYHUKAIIIOHHBIMHU CETSMH, B TOM YHCJIE ¢ MHPOPMALMOHHBIMU CUCTEMaMHU YIOJIHOMOUYEHHOI'O
Juna, a TakkKe NPUMEHEHHE BBIYUCIMTEIBHBIX PECypcoB  (MOLIHOCTEH), MpPeaoCTaBIsIeMbIX
YIIOJIHOMOYEHHBIM JIMIIOM JJIs1 00pabOTKU MH(OPMAIUH.

15.1. Ilpy mpoeKTUPOBAHUU CUCTEMBI 3aIUTHI UHOPMALIUU HHPOPMAITUOHHON CUCTEMBI:

OTIpeNIeNIAI0TCS TUIBI CYOBEKTOB JAOCTYNA (MOJIb30BATEINH, IIPOLECCH] U UHBIE CYOBEKTHI TOCTYIA) U
OOBEKTOB JOCTYIa, SBISIOIIUXCS OOBEKTaMHM 3aIIMThl (YCTpOICTBa, OOBEKTHI (DalIOBON CHUCTEMBI,
3allyCKaeMble M MCIIOMHSAEMBbIE MOJYJIH, OOBEKThl CHUCTEMBbI YIpaBiieHHs O0a3amMu TaHHBIX, OOBEKTHI,
CO3/1aBaeMble MPUKIIAAHBIM IPOTPaMMHBIM 00€CTIeYeHHEM, HHBIE OOBEKTHI TOCTYIIA);

OTIPEICIISIOTCS METO/IBI YIIPABICHUS JOCTYIOM (IUCKPEIIMOHHBIA, MAaHAATHBIN, POJIEBOW WM UHBIC
METObI), THUIBI JOCTyNna (Y4TEHHWE, 3aIlliCh, BBHIMIOJIHEHHE WM WHBIE THITBI JOCTYNa) WM MpaBHia
pasrpaHHueHHs JOCTyNa CYOBEKTOB JOCTyNma K OOBEKTaM JO0CTynma (Ha OCHOBE CIIMCKOB, METOK
0€30MacHOCTH, POJICH U WHBIX MPABUII), MOJISKAIINE PeaTH3allii B MH)OPMAIIMOHHOM CUCTEME;

BBIOMPAIOTCS MeEphl 3aIIUThl HMH(DOpPMAIMK, TMOAJIeKAINE pEeATH3al B CHUCTEME 3allUThI
nHpopmanuu nHOOPMAITMOHHON CHCTEMBI;

OTIPEeNeNAIOTCA BUABI U THUIBI CPEACTB 3alIMTHl MHPOpPMaLWU, 00ECHEeUMBAIOIINE pPeaTU3aALUI0
TEXHUYECKHUX Mep 3alluThl HH(popMaIuuy;

OTIPE/ICIIACTCS CTPYKTypa CHUCTEMBI 3aIlUThl MH(QOpMANUA WHOOPMAIIMOHHOW CHCTEMBI, BKIFOYAS
cocTaB (KOJIMYECTBO) M MECTa Pa3MEIICHHUS €€ DIIEMEHTOB;

OCYILIECTBIISICTCSI BBIOOP CPEICTB 3alIMThl MH(OPMAIMH, CePTU(UIMPOBAHHBIX HAa COOTBETCTBHE
TpeOoBaHHAM 1O Oe30MacHOCTH HMH(MOPMALUKM, C YYETOM HX CTOMMOCTH, COBMECTHMOCTH C
MHPOPMALMOHHBIMA TEXHOJIOTUSIMH M TEXHHYECKUMH CpeACTBaMH, (PYHKIHMA O€30macHOCTH ATHX
CPE/CTB U OCOOCHHOCTEH MX peann3anny, a TakXkKe Kiacca 3alMIIeHHOCTH NH)OPMAMOHHON CUCTEMBI;

OTIpENIEeTIAIOTCST TpeOOBaHUsI K IMapaMeTpaM HACTPOWKH MPOrPaMMHOTO OOECTeUYeHUs, BKIIIOUas
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(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

pOTpaMMHOE 00ECIIEYeHUE CPEACTB 3aUIUTHI HH(POPMAIHH, 00ECTICUNBAIOIINE PEATU3ALNIO0 MEP 3aIUTHI
WH(POPMAIINH, a TAKKE YCTPAaHECHHE BO3MOXKHBIX YSI3BUMOCTEH MHPOPMAIIMOHHOW CHCTEMBI, TIPUBOISIINX
K BOBHHKHOBEHHIO yrpo3 0e30MmacHOCTH HHPOPMAITUH;
(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

OTIPEICIIAIOTCS MEPHI 3aIUThl MH(GOPMAMK TIPU WHPOPMAITMOHHOM B3aUMOJICHCTBUU C WHBIMU
MH(GOPMALIMOHHBIMU CHCTEMaMU U HH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA CETSIMHU, B TOM YHUCJTIE C
MH(GOPMAIIMOHHBIMU CUCTEMAaMH YIIOJTHOMOYEHHOTO JIUIA, a TAK)Ke NPHU MPUMEHCHUH BBIYHCIUTEIIBHBIX
pecypcoB (MOIIHOCTEHN), MPEAOCTABISIEMBIX YIOJTHOMOYEHHBIM JIULIOM JIJ1s1 00pabOTKU HHPOPMAIUH.

Pe3ynbraThl MPOEKTUPOBaHHMSA CHCTEMBI 3alIUTHl HH(DOpMAK WHPOPMALMOHHONW CHCTEMBI
OTpPaXalTCsl B MPOEKTHON JOKyMEHTAluu (3CKU3HOM (TEXHUYECKOM) MpOeKTe W (uiau) B padoueit
JOKYMEHTAIlMM) Ha HMH(OPMAIMOHHYIO CHCTEMY (CHCTEMY 3alMThl MH(pOpManuu WHPOPMAIUOHHON
cucteMsl), paspabarbiBaeMbix ¢ yderom ['OCT 34.201 "Wudopmaumonnas texHoiorus. Kommiaekc
CTaH/IapTOB Ha aBTOMAaTU3UPOBAHHbBIE CUCTEMBI. BU/ibl, KOMIUIEKTHOCTh U 0003HAaYEHHE IOKYMEHTOB ITPU
CO3/IaHUU aBTOMATU3UpOBaHHBIX cucteM" (manee - TOCT 34.201).

[IpoekTHass noKyMeHTaluss Ha HHDOPMALMOHHYIO CHUCTEMY U (WIM) €€ CHUCTEMY 3alllUThl
MH(POPMALUU MOJJIEKAT COIVIACOBAHMIO C ONEPaTOpoOM HH(OPMAIMOHHOW CHUCTEMBI B Cllydyae, €Clid OH
ONpEJENeH TAaKOBbIM B COOTBETCTBHHM C 3aKOHOAATeNbCTBOM Poccuiickoi ®Penepanuvi K MOMEHTY
OKOHYaHUS MPOEKTHUPOBAHUS CUCTEMBI 3aIIUThI HH(pOpMAIMK HH(POPMAILIMOHHON CUCTEMBI U HE SIBISETCA
3aKa3YMKOM JJaHHOW MH(OPMAaLIMOHHON CUCTEMBI.

Ilpr oTCyTCTBMM HEOOXOIUMBIX CpPEACTB 3aIIUThl HH(OpMaLWHU, CEPTUPHUIMPOBAHHBIX Ha
COOTBETCTBHE TpeOOBaHMSIM MO 0€30MaCHOCTH HH(OpPMAIMH, OpraHusyeTcs pa3paboTka (J1opaboTka)
CPEeZCTB 3alMThl HHPOPMALIMU U UX CEPTU(UKAIMSI B COOTBETCTBUH C 3aKOHOAATENbCTBOM Poccuiickoii
denepauyl WM TMPOU3BOJUTCS KOPPEKTHPOBKA MPOCKTHBIX PEIICHUH M0 MH(OPMAIMOHHOW CHUCTEME U
(umn) ee cucTteMe 3alUTHl WHGOPMAIMU C Y4YeTOM (DYHKIIMOHAJIBHBIX BO3MOXKHOCTEH HMEIOIIHUXCS
cepTU(ULMPOBAHHBIX CPENICTB 3aIUTHI HHPOPMALIUH.

Ilpy  NpOEKTHPOBAaHUM  CUCTEMbI  3alIUTHl  MHPOPMALUU  HWH(POPMAIMOHHOH  CHUCTEMBI,
(GYHKIIMOHUPOBAaHUE KOTOPOH TMpenrnoiaraercsi Ha 0aze WHPOPMAIMOHHO-TEICKOMMYHHUKAIIHOHHON
MHPPACTPYKTYpPhI LIEHTpa OO0paOOTKM NaHHBIX, A OJOKMPOBAaHUS AKTyaJlbHBIX Yrpo3 0e30MacHOCTH
nH(popManuu MOTyT OBITH IPUMEHEHBI MEphI 3alUThl HHGOPMAINH, pealu3yeMble B WH()OPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHON HH(pacTpyKType HeHTpa 00paboTKH JaHHBIX.

(a63arm BBeneH [Ipukazom ®CTIK Poccum ot 28.05.2019 N 106)

15.2. Pa3paboTka OSKCIUTyaTallHOHHOW JIOKyMEHTAllMM Ha CHCTEMY 3alluThl HHpOpMAIHU
MH(POPMALIMOHHOM CHUCTEMBI OCYIIECTBIISIETCS B COOTBETCTBMM C TEXHMUYECKUM 3aJaHHEM Ha CO3JaHue
MHPOPMAIIMOHHON CUCTEMBI M (WJIM) TEXHUYECKUM 3aJaHHeM (YaCTHBIM TEXHHUYECKHUM 3aJaHHEM) Ha
CO3JIaHHE CUCTEMBI 3aLUThI HH(POPMAMKU UHPOPMALIMOHHON CUCTEMBI.

DKCIUTyaTallMOHHAS JOKYMEHTAIHSI HA CHUCTEMY 3allUThl HH(QOpMAU HHPOPMAITMOHHON CUCTEMBI
paspabateiBaetcss ¢ yaeroM ['OCT 34.601, TOCT 34.201 u I'OCT P 51624 u pomxHa B TOM 4YHCIIE
COZIepXKaTh ONMCAHHE:

CTPYKTYpbI CUCTEMBI 3aIIUThI HH(OpMaluyi HHHOPMALIMOHHON CHCTEMBI,
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"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

cOCTaBa, MECT YCTAHOBKH, MapaMeTpPOB M TOPsAIKAa HACTPOWKU CPEICTB 3alIUTHl WH(GOpPMAIHH,
IPOrpaMMHOI0 00€CIIeYeHUs] U TEXHUYECKUX CPEJICTB;

IpaBUJI SKCIUTYaTallii CUCTEMBI 3aIIUTHl HH(pOpMaui HH(HOPMAIIHOHHON CHUCTEMBI.

15.3. Ilpu mMakeTHpOBaHMM W TECTUPOBAHHWU CHCTEMBI 3allUThl WHGOpMalUU HHYOPMAIMOHHOM
CUCTEMBI B TOM YHCJIE OCYILIECTBIISIIOTCS

IIPOBCPKa pa6OTOCHOCO6HOCTI/I Hn COBMCCTHMOCTH BBI6paHHBIX CpCaACTB 3alllUThI I/IH(bOpMaI_II/II/I C
I/IH(i)OpMaHI/IOHHI)IMI/I TCXHOJIOTUAMU U TCXHUYCCKUMU CPCACTBAMU,

IPOBEpPKA BBINOJHEHHsI BHIOPAHHBIMM CPEICTBAMHU 3aIIUThl MHPOpMaLuu TpeOOBAHUN K CHCTEME
3aIUThl HHPOPMAIMK UHPOPMALIMOHHOW CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHBIX PEIeHHH, pa3paboTaHHbIX MPU CO3JaHUU MH()OPMALMOHHONW CHUCTEMBI
U (MJIM) CUCTEMBI 3alUThl HH(QOPMALUK HH(OPMALIMOHHON CUCTEMBI;

a63ar uckimoueH. - [Ipukaz ®CTOK Poccun ot 15.02.2017 N 27.

MakeTupoBaHu€e CHCTEMBbI 3alUThl HHQOPMAMM UHPOPMALIMOHHON CUCTEMBI M €€ TeCTUPOBAaHUE
MOXET TPOBOAUTBCA B TOM YHUCIE C WCIOJIB30BAHUEM CpPEICTB M METOLOB MOJECIUPOBAHUSA
MH(GOPMALIMOHHBIX CUCTEM M TEXHOJIOTUH BUPTYyaIU3alliu.

BHe,qpeHMe CUCTeMbl 3allUnTbI MH(*)OpMaLWIVI MHdJOpMaLIMOHHOﬁ CUcteMbl

16. Buenpenue cucrteMbl 3amuThl HHPOpMAUU HHPOPMAIMOHHOM CHUCTEMBI OPTraHU3YETCS
obnagareneM HHPOpMALIUHU (3aKA3UUKOM).

Buenpenne cuctembl 3amuThl MHGOpMaluMu HHGOPMALMOHHONW CHUCTEMBI OCYUIECTBISETCS B
COOTBETCTBUM C MPOEKTHOM M SKCIUTyaTAallMOHHON JOKyMEHTallMed Ha CUCTeMY 3aIlUThl MHPOpPMAaLUU
MH(POPMALMOHHOM CUCTEMBI U B TOM UHUCJIE BKIIOYAET:

YCTAHOBKY M HACTPOMKY CPECTB 3alIUThI HH(OpMAIMK B MHPOPMALIMOHHON CUCTEME;

pa3paboTKy JTOKYMEHTOB, OTIPEACISIONINX MPaBUIa U TPOIETYPHI, peaTn3yeMble OTepaTopoM s
obecredyeHus 3alUThl HHPOpMAIMK B WHPOPMAIMOHHON CHUCTEME B XOJIE €€ JKCIUTyaTanuu (ganee -
OpTaHU3aIMOHHO-PACTIOPSANTEBHBIC JOKYMEHTHI IO 3aluTe HHPOPMAIIUH);

BHE/IPEHHE OPTaHU3AIMOHHBIX MEP 3aIUThl HH(POPMAIIUH;
IpeBapuUTeNIbHbIC UCTIBITAHUS CUCTEMBI 3aIUThl HH(OpMaui HH(POPMALIMOHHON CUCTEMBI;
OTIBITHYIO SKCIUTYaTalMIO CUCTEMBI 3l THI HHPOPMAUK HHPOPMAITMOHHOW CHCTEMBI;

aHaNMM3 YSI3BUMOCTEH MH(OPMALIMOHHOW CHUCTEMBI U MPUHATUE MEp 3alIUTHl MH(DOpPMAIMK MO UX
YCTPaHEHHUIO;

IMPUCMOYHBIC UCTIBITAHUA CUCTCMbI 3alIUTHI I/IHCI)OpMaI_II/II/I HHQ)OpMaHHOHHOIZ CHCTCMBI.
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"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

K BHempeHuio cucTembl 3amuThl WHPOpMANMKM WHPOPMAIMOHHON CHCTEMBI MPHUBICKACTCS
oreparop HMH(GOPMAILMOHHON CUCTEMBbI B Ciydae, €CIM OH ONpEAENCH TaKOBBIM B COOTBETCTBHM C
3akoHOJaTeNnbCcTBOM Poccuiickoit denepani K MOMEHTY BHEAPEHHS CHCTEMBI 3alUTHl MH(POpPMALUU
MH(POPMALIMOHHOM CUCTEMBI U HE ABJISAETCS 3aKa34MKOM JJaHHOM MH()OPMAIIMOHHON CHCTEMBI.

16.1. YcraHoBKa 1 HaCTpOIKa CPEACTB 3alIUTHI MHPOPMALUU B HH()OPMAITMOHHOW CUCTEME JOJDKHA
IPOBOJIUTHCS B COOTBETCTBUH C KCIUTyaTAlIMOHHON JTOKYMEHTAlMEH Ha CUCTEMY 3aIlUThl HHPOPMAIHH
MH(POPMALIMOHHOMN CUCTEMBI M JOKYMEHTAIMEH Ha CPe/ICTBA 3aIUThl HH(OpMAIUH.

CpenctBa  3amuThl  WHPOpPMAIMM, yCTAaHABIMBacMble B  WHPOPMALMOHHOW  CHCTEME,
dbyHKIHOHUpYIOMEeH Ha 0aze WH(POPMAIMOHHO-TEICKOMMYHHKAIIMOHHOW WHQPACTPYKTYpPHI IEHTpA
00pabOTKKM NTaHHBIX, JTOJKHBI OBITH COBMECTHMBI MEXIY COOOH, a TaKkXKe CO CpEIACTBAMHU 3allHThI
nH(pOpMaINY, YCTAHOBJICHHBIMU B HMH(OPMAIIMOHHO-TEIICKOMMYHHUKAIIMOHHOW HMH(PACTPYKType IEHTpa
00pabOTKH JaHHBIX.

(a63arn BBeneH [Ipukazom ®CTIK Poccum ot 28.05.2019 N 106)

16.2.  PaspabarbiBaeMble  OpraHM3allMOHHO-PACTIOPAIUTEIbHBIE  JOKYMEHTHl IO  3alIuTe
nH(pOpMaliU JOKHBI ONPEESATh paBuia U NPOLEaYpbI:

yTpaBiieHus (aAMUHUCTPUPOBAHMS) CUCTEMOM 3aIlIUThl HHPOPMALUU HUH()OPMAITMOHHON CHCTEMBI;

BBISIBJICHUS. MHLUJEHTOB (OJHOTO COOBITHS WJIM TPYMIbI COOBITUI), KOTOPbIE MOT'YT HPUBECTU K
cO0sIM MM HapyLIEHHIO (DYHKIIMOHHUPOBAHHUS MH(OPMAIIMOHHON CHCTEMBI M (MJIM) K BO3HUKHOBEHMIO
yrpo3 0e3onacHocT HH(GOpPMaLKK (J1ajiee - HHIIMIEHTHI), U pearupoBaHMsI Ha HUX;

yIpaBlieHUs] KOH(HUrypanuei arrecTOBaHHONW HH(MOPMAIIMOHHONM CHUCTEMbI M CHUCTEMbI 3aIUTHI
nH(popMalu HHPOPMAITMOHHOMN CHCTEMBI;

KOHTPOJIsI (MOHUTOPUHTA) 32 0OeCrieueHHEeM YPOBHS 3alUIIEHHOCTH MHPOPMALINH, CoaepKaliecs
B MH(GOPMALIMOHHON CUCTEME;

3alIUThI I/IH(bOpMaI_[I/II/I IIpU BBIBOAC M3 DJKCIUTyaTallkun PIH(i)OpMaI_[I/IOHHOfI CUCTEMBI HUJIU IIOCJIC
MIPUHSATHUSA PEIIeHUsT 00 OKOHYaHUU 00paObOTKH MHGPOPMAITHH.

16.3. IIpu BHeApEHUH OPraHU3ALMOHHBIX MEp 3aIIUTHl HHPOPMALIUU OCYIIECTBISIIOTCS

peanuzanysi MpaBWl pa3TpaHUYEHHUs JOCTYIA, PErJaMEHTHPYIOIIMX IpaBa JOCTyNa CyObEKTOB
JocTyrna K oOBEKTaM JIOCTYIa, W BBEICHHWE OTPAaHWYCHHWM Ha JIEWCTBUS TOJB30BATENCH, a TakKe Ha
M3MEHEHHE YCIIOBHUI IKCIUTyaTallMM, COCTaBa M KOH(QUTYpallMd TE€XHUYECKHX CPEACTB U MPOTrPAMMHOIO
o0ecrieucHus;

IIPOBEPKA IOJHOTHI U ACTAIBHOCTU ONKCAHUS B OPraHU3allMOHHO-PACIIOPSAUTEIBHBIX JOKYMEHTaX
1o 3amuTe WHPOpPMAIMK TSHCTBHIA TOIH30BATENECH M aIMUHUCTPATOPOB HH(POPMALTMOHHONW CHCTEMBI 110
peanu3aluy OpraHu3alMOHHBIX Mep 3alUThl HH)OpMAaIIH;

0TpabOTKa AEHCTBUN JOHKHOCTHBIX JIMII U MOJPA3/IEICHUIN, OTBETCTBEHHBIX 3a PEaU3alUI0 MEp
3alUThI HH(OPMALIHH.

16.4. TlpenBapuTenbHbIE UCIBITAHUS CHCTEMBI 3alIUTHI MH(POpMauK WHPOPMALUOHHOW CHCTEMBI
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"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

npoBogsitcst ¢ yderom ['OCT 34.603 "WudopmanmoHHas TexXHONIOTWS. Buabl wucHbITaHU
aBromaTusupoBaHHbIX cucteM" (manee - [OCT 34.603) u BKIIOYAIOT MPOBEPKY pabOTOCIIOCOOHOCTH
CHCTEMBI 3aIIUThl HMH(OpMAIMK WHPOPMALMOHHOW CHCTEMBI, a TaKKe TMPHHATHE pPEIIEHUs O
BO3MO>XHOCTH OIBITHOM SKCILTyaTallii CUCTEMbI 3alIUThl HHPOPMAUH HHPOPMAIITUOHHON CUCTEMBI.

16.5. OmnbiTHas 3KCIUlyaTallds CHUCTEMbl 3aIlMThl HMHGOpPMAaLUKM HHPOPMALUOHHON CHCTEMBI
npooautcs ¢ ydyetoM ['OCT 34.603 u BkiItouyaeT mpoBepKy (GYHKIIMOHUPOBAHHS CHCTEMBI 3allUTHI
uHpopManuu WHPOPMAIIMOHHON CHUCTEMBI, B TOM YHCIIE PEaJH30BaHHBIX Mep 3alIUThl MHPOpMALUH, a
Tak)ke TOTOBHOCTh MOJIb30BaTeNIel U aIMUHUCTPATOPOB K IKCIUTyaTallUd CUCTEMBI 3aIUThl MH()OpMAIHH
MH(POPMAIIMOHHOHN CUCTEMBI.

16.6. Amnamuz ysa3BuMocTeld HWHGOPMALMOHHOW CHUCTEMbl MPOBOAUTCS B MENAX OLEHKU
BO3MOYXHOCTH IPEOJIOJICHUS HAPYIIUTEIEM CHCTEMBbI 3aIUThI HHPOPMAIIUK HHPOPMAITMOHHON CHCTEMBI
Y TIPEIOTBPAIICHHS peah3aliy yrpo3 0e30MacHOCTH HHPOPMAIIUH.

AHanu3 ysI3BUMOCTEH HH(POPMAIMOHHOM CHUCTEMBbI BKJIIOYACT AaHAJIU3 YA3BUMOCTEH CpEACTB
3alUThl MHGOpPMAIMK, TEXHUYECKUX CPEACTB M IPOrpaMMHOro oodecredyeHus HHGOpMAIMOHHON
CUCTEMBI.

[lpu anamuze ys3BUMOCTEH HMH(MOPMALMOHHONW CHUCTEMbI NPOBEPSETCS OTCYTCTBUE H3BECTHBIX
YSI3BUMOCTEH CpEACTB 3alUThl MHPOPMAIMK, TEXHUYECKUX CPEJICTB U MPOTrPpaMMHOT0 oOecreueHus, B
TOM 4YHCIIE C y4eToM HH(OpMaluy, HMerolleics y pa3pabOTYMKOB M TOJNYYEHHOH U3 JIPYTHUX
OOLIeTIOCTYITHBIX WCTOYHUKOB, NMPAaBUIBHOCTh YCTAHOBKH M HACTPOMKHU CPEACTB 3alIUTHI MH(OpMAINH,
TEXHUYECKHX CPEICTB M MPOIPaMMHOI0 0OECleUYeHus], a TaKXKe KOPPEKTHOCTh pabOThl CPE/ICTB 3aIIUTHI
nH($OpMallUY IPU UX B3aUMOJIEHCTBUU C TEXHUUYECKUMHU CPEICTBAMU U IPOIPAMMHBIM 00€CTIEYEHUEM.

B cnyyae BbIsiBICHHS ys3BUMOCTEH MH(POPMALMOHHOM CHCTEMBI, IPUBOJIALIMX K BO3ZHUKHOBEHHUIO
JIOTIOJIHUTENBHBIX ~ YIpo3 0e30macHOCTM  HMH(pOpMAlMH, MPOBOJUTCS YTOUYHEHHE MOJETH YIrpo3
0e30macHOCTH MHGpOpPMAMM U MPH HEOOXOJUMOCTH MPUHUMAIOTCS JIOTOJHUTENbHBIE MEphl 3alHUThI
uH(bOpMalliy, HalpaBlICHHbIE Ha YCTPaHEHHE BbISBICHHBIX YA3BUMOCTEH WM HCKIIOYAIOIIHe
BO3MOKHOCTb UCIIOJIb30BaHUSI HAPYIIUTEIIEM BBISBICHHBIX YSI3BUMOCTEH.

[To pesynbprataM aHanu3a ysI3BUMOCTEH JOHKHO OBITH MOATBEPHKIEHO, YTO B MH(OPMAIMOHHOU
CUCTEME OTCYTCTBYIOT YSI3BUMOCTH, COJIeprKallrecs: B 0aHKe JaHHBIX yrpo3 0e30MacHOCTH HH(pOpMaIu
OCTOIK Poccum, a Takke B MHBIX UCTOYHUKAX, WJIM WX MCIIOJIb30BaHKE (IKCIUTyaTaIlMsl) HapyIIUTEIEM
HEBO3MOJKHO.

(a63an BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

16.7. TlpueMouHBIE HCHBITAHUS CHCTEMBI 3aIIUTHl HHOOPMAIMH WH(POPMAIMOHHOW CHCTEMBI
npoBonsatcs ¢ yaetoM ['OCT 34.603 u BKJIIOYAIOT TPOBEPKY BBIMOJTHEHUS TPEOOBAaHMHA K CHCTEME
3am|Thl MHGOpMAK HHOOPMAIIMOHHONW CHUCTEMBbl B COOTBETCTBHHM C TEXHHYECKMM 3aJaHHEM Ha
co3manue HHMOPMAIIMOHHOM cHCTeMbl W (WJIM) TEXHHYECKUM 3aJaHueM (YaCTHBIM TEXHUYECKUM
3aJJaHNEM) Ha CO3JIJaHME CUCTEMBI 3alIUThl HH(pOpMAIMK HHPOPMALIMOHHONW CUCTEMBI.

ATtTecTaunsa nHcpopmMmaLMOHHON CUCTEMbI U BBOA, €€ B AeUCTBUE

17. Atrtectauuss uHGPOPMALMOHHOM CHUCTEMBbl OpraHusyercss obsagaTteneM HHGOpMaLUu
(3aKa34MKOM) MJIM ONEpPaToOpoOM U BKJIIOUAET NMPOBEJCHHE KOMILJIEKCA OPraHU3alMOHHBIX U TEXHUYECKUX
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

MEpPOIPHUATHIA (aTTECTAlMOHHBIX MCIBITAHUN), B PE3yJbTaTe KOTOPBIX MOATBEPKAAETCSI COOTBETCTBHE
CUCTEMBI 3alIUThl HHPOpMAIIUH UH(POPMALIMOHHON CUCTEMBI HAacCTOAIUM TpedoBaHUsM.

[IpoBeneHne aTTECTAIIMOHHBIX WCIBITAHUN WH()OPMAIMOHHONW CHCTEMBI JOKHOCTHBIMHU JTHIIAMH
(paboTHUKAMH), OCYIIECTBIAIONIMMHU IPOCKTUPOBAaHUE W (WJIM) BHEAPEHHE CHUCTEMBbI 3alUThI
uHpopManuy HHPOPMAITMOHHONW CUCTEMBI, HE TOITyCKAETCSI.

(a63am BBeneH Ilpukazom @CTIK Poccum ot 15.02.2017 N 27; B pen. Ilpukaza ®CTIOK Poccuu ot
28.05.2019 N 106)

17.1. B kayecTBE MCXOMHBIX JAHHBIX, HEOOXOIUMBIX JUIs aTTeCTallMd MH(POPMAIMOHHOW CUCTEMBI,
UCTIOJNB3YIOTCS MOJIENIb yrpo3 0e30MacHOCTH HH(GOpMAIMH, aKT KIacCH(PUKAUMK HH(POPMAIIMOHHOK
CHCTEMBI, TEXHHUYECKOE 3a/IaHKe Ha CO37aHue MH(POPMALMOHHON CUCTEMBI U (MJIM) TEXHHYECKOE 3a/laHKe
(yacTHOE TEXHUYECKOE 3aJaHKe) Ha CO3/aHHUEe CHUCTEMBbI 3alIUThl HH(OpMAIK WH(POPMAIMOHHOK
CHUCTEMBI, IPOEKTHAas U SKCIUTyaTallMOHHAs JIOKyMEHTallUMs Ha CHCTEMY 3alluThl HH(OpMaIUH
MH(OPMaLIMOHHON CUCTEMBI, OpPraHU3aUOHHO-PACTIOPSAUTENbHBIE TOKYMEHTHI 10 3alluTe HHpOpMaluy,
pe3yibTaThl aHalM3a YsI3BUMOCTEH HH(OPMAIMOHHOW CHCTEMbI, MaTepUallbl IpeIBAPUTEIbHBIX U
MIPUEMOYHBIX WCIBITAHUN CHCTEMbI 3alllUThl MH(GOpMaLUU MHPOPMAIMOHHON CHCTEMBI, a TaK)KE€ HHbIE
JOKYMEHTBI, pa3pabaTbiBaeMble B COOTBETCTBHH C HACTOSIIIUMH TpeOOBaHUSAMMU.

17.2. Arrectanus MH(GOPMALMOHHONW CHUCTEMBbl MPOBOJIUTCS B COOTBETCTBUHM C IMPOrpaMMOM U
METOAMKAMH aTTeCTAllMOHHBIX MCIBITAHUI 10 Hadaia oOpaboTKK MH(OpMaIUK, HouIeXkalleil 3amnmre B
nHbopMallMOHHON cucteMe. Jlyig mpoBeieHHs aTTecTalud WH(OPMAIMOHHOW CHUCTEMbI MPUMEHSIOTCS
HaIlMOHAJIbHBIE CTAaHAAPTHI, a TAaKXKE METOJUYECKHE JIOKYMEHTbI, pa3paboTaHHblE U YTBEP)KICHHbIC
OCTIK Poccun B coorBeTcTBUM ¢ noAnyHKToM 4 nmyHkTa 8 Ilonmoxkenust o denepanbHoil ciayxbe mo
TEXHUYECKOMY M OKCIOPTHOMY KOHTpPOJIO, YyTBEpXkAeHHOro YkasoMm Ilpesunenta Poccuiickoit
®enepaunn ot 16 aBrycra 2004 r. N 1085.

[To pemenuto 3akazuuka (orepaTopa) aTTeCTAllMOHHBIE HCTBITAHUS MOTYT OBITH COBMEIICHBI C
MIPOBEICHUEM MPHUEMOYHBIX UCIIBITAHUN HHPOPMAIIMOHHON CHUCTEMBI.
(a63am BBeneH [pukazom ®CTOK Poccun ot 28.05.2019 N 106)

[Io pe3ympTaTam aTTECTAIIMOHHBIX WCTIBITAHUA O(GOPMIISIOTCS TPOTOKOJBI aTTECTAITMOHHBIX
UCTIBITAHUHN, 3aKIIOYEHHUE O COOTBETCTBHM WH()OPMAIIMOHHOW CHUCTEMBI TPEOOBAHHSIM O 3alIUTE
nHpOpManMM W aTTecTaT COOTBETCTBHS B CIIy4ae IIOJOKUTEIBHBIX PE3YJbTaTOB aTTECTAIIMOHHBIX
HUCIBITAHHH.

[Ipy mpoBeneHHWH AaTTECTALIMOHHBIX MCIBITAHUA [OJDKHBI MPUMEHSTHCS CIEAYIOUINEe METObI
IIPOBEPOK (UCIIBITAHUN):
(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

IKCIEPTHO-TOKYMEHTAIBHBIA METOM, MPEAYCMATPUBAIOIIUI TNPOBEPKY COOTBETCTBUS CHCTEMBI
3amMThl  MHPOPMAUU WHQPOPMAIMOHHON CHCTEMBbI YCTAHOBIICHHBIM TPEOOBAHUSAM IO 3alIUTE
uHpOpPMAllMM, HAa  OCHOBE OICHKH  OSKCIUIyaTallMOHHOM  JOKyMEHTallMH, OpTaHU3allMOHHO-
pacropsaIUTEIbHBIX JOKYMEHTOB TIO 3allWTe WHQPOpPMAIMU, a TAaKXKE YCIOBUH (YHKIIMOHUPOBAHUS
MH(POPMALIMOHHON CUCTEMBI,

(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

aHAIM3 YSA3BUMOCTEH WH(POPMAIIMOHHOW CHCTEMbI, B TOM YHCIIC BBI3BAHHBIX HETPABUIBHOU
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

HACTPOIKOH (KOH(UTYPHUPOBAHUEM) IPOTPAMMHOTO 00ECIIEYCHHS U CPECTB 3aIUThl HH()OpMAIIHH;
(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

UCTIBITAHUS ~ CHCTEMBl  3aIIUTBl  WHGOpPMAIMM  IYTeM  OCYIIECTBICHHUS  IOIBITOK
HECAHKIIMOHHUPOBAHHOTO JOCTyNa (BO3IEHCTBHS) K MH(POPMAIIMOHHON CHUCTEME B OOXOJl €€ CHCTEMbI
3aIIUThl HHPOPMAIIHH.

(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

17.3. JomyckaeTrcsi arrectauus WHPOPMAIIMOHHOW CHCTEMBI HA OCHOBE PE3YJIbTATOB
aTTECTAllMOHHBIX  HCIBITAHUNA  BBIICJICHHOTO Habopa CErMeHTOB HH(POPMAIIMOHHOM  CHUCTEMBI,
pearu3yoIuX HOTHY0 TEXHOJIOTHIO 00paboTKH HH(OPMAIIHH.

B stom cJIydac paclupoCTpaHCHUE aTTeCTaTa COOTBETCTBUA HA APYTHUEC CCIMCHTDBI I/IH(I)OpMaI_II/IOHHOI;'I
CUCTCMBbI OCYHICCTBIISACTCA IIPU YCIOBHU HX COOTBETCTBUA CCIMCHTAM I/IH(l)OpMaHI/IOHHOI\/JI CHCTCMBI,
npomeamunuM aTTCCTAllMOHHBIC UCTIBITAHUA.

CerMeHT cumuTaeTcs COOTBCTCTBYIOIIUM CCTMCHTY I/IH(l)OpMaHI/IOHHOI\/'I CHUCTEMBbI, B OTHOHIICHHHU
KOTOpOro ObLIH MMPOBCACHBI ATTCCTAMOHHBIC UCTIBITAHUS, €CJIIN JId YKA3dHHBIX CCIMCHTOB YCTAaHOBJICHBI
OAWHAKOBBIC KJIACChlI 3alIUIICHHOCTH, YI'PO3bI Oe3omacHoOCTH I/IH(i)OpMaHI/II/I, pcain30oBaHbl OJJUHAKOBELIC
IMPOCKTHBIC PCIICHUA 10 HH(bOpMaHHOHHOﬁ CHUCTEMC U €€ CUCTCMC 3allIUThI I/IHq)OpMaI_[I/II/I.

CooTBeTcTBUE CETrMEHTa, Ha KOTOPBIM pacrnpocTpaHseTcs aTrTecTaT COOTBETCTBUS, CETMEHTY
MH(POPMAIIMOHHON CHUCTEMbI, B OTHOIIEHHUH KOTOPOro OBUIM MPOBEACHbI aTTECTAMOHHBIC HCIIBITAHUS,
MOJATBEPHKJIAETCS B XOJA€ NPUEMOYHBIX HCIHBITAHUH HHPOPMAIIMOHHON CHUCTEMbl WJIM CErMEHTOB
MH(POPMALIMOHHOMN CUCTEMBI.

B cermenrtax nHopmManMoHHON CUCTEMBI, Ha KOTOPBIE paclpOCTPaHsIETCsl aTTECTaT COOTBETCTBHS,
orepaTopoM obecrednBaeTcsi COOIOEHHE HKCIUTyaTallMOHHON JOKYMEHTAllMM Ha CUCTEMY 3allUTBHI
nHbopManud WHGOPMALMOHHON CHUCTEMBl M OPTraHU3AlMOHHO-PACTIOPSAUTEIBHBIX JIOKYMEHTOB IIO
3anUTe HHPOpPMaLUH.

OcoOeHHOCTH aTTecTallMd MH(GOPMALIMOHHON CHCTEMBI Ha OCHOBE PE3yJbTAaTOB AaTTECTAI[MOHHBIX
WCTIIBITAHUN BBIIETICHHOTO HAa0Opa €€ CETMEHTOB, a TaKKe YCIOBUS W TOPSIOK PACIPOCTPaAHCHHUS
aTTecTaTta COOTBETCTBHS Ha JPyrue CErMeHThl MH(GOPMALMOHHON CHUCTEMBI OMPENENSIIOTCS B IPOrpaMMe
Y METOJMKAX aTTECTAIMOHHBIX UCIIBITAHUM, 3aKJIIOUYEHNUN U aTTECTAaTE COOTBETCTBHUS.

17.4. ATTectat COOTBETCTBUS BBIJIACTCS HAa BECh CPOK DKCILIyaTallud WH(MOPMAIIMOHHON CHUCTEMBI.
Omneparop (obnmamarens WHPOPMAIMU) B XOJAE JKCIUTyaTalli WH(QOPMAIIMOHHON CHUCTEMBI JOJIKCH
oOecrneynBaTh MOAJIEPKKY COOTBETCTBHSI CHUCTEMbl 3alIUTHl MHPOpPMAIMM aTTEeCTaTy COOTBETCTBHUS B
paMKax peaiausalii MEpONPUATUI, IPELYCMOTPEHHBIX MYHKTOM 18 HacTosimux TpeboBaHuii.

(n. 17.4 B pen. IIpukaza ®CTOK Poccun ot 28.05.2019 N 106)

17.5. BBom B jeciictBue WHPOPMAIIMOHHOW CHUCTEMBI OCYIIECTBISETCS B COOTBETCTBHH C
3akoHoAatenscTBOM Poccuiickoit ®@enepanun 06 mHbopManuu, UHOOPMAIMOHHBIX TEXHOJOTUSAX U O
samute uHGopmarmn u ¢ yaerom ['OCT 34.601 u mpu Hamu4uu aTTecTara COOTBETCTBUS.

17.6. ndopmManmoHHble cUCTEMBbI, G YHKIIMOHUPYIOIIKE Ha 0a3e 001ei HHPPacTpyKTyphI (CpeICcTB
BBIYMCITUTEIILHOM TEXHHKH, CEPBEPOB TEICKOMMYHHKAIMOHHOTO OOOpYIOBaHWs) B KadyeCTBE
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

MIPHUKJIATHBIX CEPBHUCOB, TIOJICKAT ATTECTAI[UN B COCTaBE YKa3aHHOW HHPPACTPYKTYPHIL.

B cimydae ecnum uHpOpMalMOHHAas ~cHcTeMa co3daeTcs Ha 0a3e  WMH(POPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON HH(PACTPYKTYphI LIEHTpa 00pabOTKK JAHHBIX YHOJHOMOUYEHHOTO JIMIA, TaKas
MHPPACTPYKTypa IEHTpa 00pabOTKH JaHHBIX JOJDKHA OBITh aTTECTOBaHA HAa COOTBETCTBUE HACTOSIIUM
TpebGoBaHusM.

(B pex. IIpukaza ®CTIK Poccuu ot 28.05.2019 N 106)

[lpu arrecrarun MHGOPMAMOHHOW CHUCTEMBI JOJDKHBI HCTIONB3YIOTCS PE3YNIbTaThl aTTECTAIHH
obrielt HHPpacTPyKTyphI oreparopa HHPOPMAIMOHHOW CUCTEMBI.
(n. 17.6 BBeneH Ilpukazom ®CTIK Poccuu ot 15.02.2017 N 27)

Ob6ecneyeHue 3aWwmThbl MHDOpPMaUuM B xoae 3KcnyaTauum
aTTecToBaHHOW MHPOPMALMOHHON CUCTEMBI

18. Obecneyenue 3amuThl THPOPMALIMHU B XOJI€ IKCILTyaTallui UH()OPMAIIMIOHHON CUCTEMBI JOJKHO
OCYIIECTBISATHCS ~ ONEPaTOPpOM B  COOTBETCTBHUM C  DKCIUIyaTallUOHHOW  JOKyMEHTaluel u
OpraHU3aLMOHHO-PACTIOPSAUTEIBHBIMU JOKYMEHTAMH IO 3aIIUTe HHPOPMALIUU U BKIIOYATh CIIEAyIOLIUe
MEPOIPUATHSL:

IUITAHUPOBAHUE MEPONPHUATHIA 1O 3aluTe MHGOPMAIUK B UHPOPMALIMOHHOM CUCTEME;

aHanu3 yrpo3 6e3onacHoctu nHGopMaluy B MHGOPMALIMOHHON CUCTEME;

ylpaBiieHue (aAMUHUCTPUPOBAHNE) CUCTEMOH 3aIlUThl HH(pOpMaui HH(GOPMAIIMOHHON CUCTEMBI;
yrpaBiieHHe KOHGUTyparueid nHQOPMaIMOHHON CUCTEMBI U €€ CUCTEMOM 3aIUThl HHGOPMAIIIH;
pearupoBaHue HAa MHIUICHTHI;

nH()OpPMUPOBaHKE U 00yUeHHE TTepcoHaa MH(POPMAITMOHHON CHCTEMBI,

KOHTPOJIb 3a oOOeCledYeHHeM YpOBHsS 3allUIICHHOCTH WH(OpMamuu, CcoJepKaiieics B
MH()OPMAIIMOHHON CHCTEME.
(n. 18 B pen. Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.1. B xo/e mmaHupOBaHUS MEPONPHUATHN TIO 3alIUTe HHPOPMAIMK B UHPOPMAIIMOHHON CHCTEME
OCYILECTBISAIOTCS:

OIIpEJIeNICHNE JIUI], OTBETCTBEHHBIX 3a IUIAHUPOBAHHUE W KOHTPOJb MEPONPUSATHH TO 3aIIHuTe
uHpopManuu B MHOOPMAITMOHHON CHCTEME;

OIIpCACJICHUC JINLI, OTBCTCTBCHHLIX 34 BBIABJICHHUC HHIUIACHTOB N PCATMPOBAHNUC HA HUX]

pa3paboTKka, yTBEpKICHHWE W AaKTyajdu3alus IUTaHa MEPOINPHUATHH 1Mo 3ammre uHpopManuu B
WH(POPMAIIMOHHOH CUCTEME;

OMpCACIICHUC TIOPAJKa KOHTPOJIA BBIIIOJHCHUA MGpOHpI/IﬂTI/Iﬁ o 0OeCIeUYeHUIO 3alllUThI
I/IH(i)OpMaI_[I/II/I B HHq)OpMaHHOHHOﬁ CUCTEME, IPCAYCMOTPCHHBIX YTBCPIKACHHBIM ITIJIAHOM.
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

[Tnan MeponpusiTHii 1O 3amMTe HHPOPMALUU B MHOOPMAITIOHHON CHCTEME YTBEPIKIAETCsI BMECTE C
IIPAaBOBBIM aKTOM OpraHa HCIOJHMUTEJILHOW BJIACTH O BBOJAE HMH(POPMALMOHHOW CHCTEMBI B
JKCILTyaTalHIo.

KoHTponb BBINONHEHHUS MEPONPUATHI, MPEIYCMOTPEHHBIX IUIAHOM MEPONPHUITHI 10 3aIIuTe
uHpopManuu B HMHOOPMAIMOHHOW CHCTEME, OCYIIECTBISICTCS B CPOKH, ONpEACICHHbIC yKa3aHHBIM
TUIAHOM.

(m. 18.1 B pen. [lpukaza @®CTIK Poccum ot 28.05.2019 N 106)

18.2. B xone ananuza yrpo3 6e3onacHOCTH MH(poOpMauu B WH(GOPMALIMOHHON CHUCTEME B XOJE €e
AKCILTyaTalH OCYILIECTBIISIOTCS:

BBISIBJIICHHE, aHAJIU3 U YCTPAHEHHE YSI3BUMOCTEN HHPOPMAIIMOHHOMN CHCTEMBI;
aHaJIU3 U3MEHEHUs yrpo3 0€30MacHOCTH HHPOpMAITN B HTHGOPMAITMOHHON CHCTEME;

OLIEHKa BO3MOXHBIX IOCIEACTBUI peanu3anuud yrpo3 Oe3omacHOCTM HHGpOpMalMU B
MH(GOPMALIMOHHON CUCTEME.

[leproanuHOCTh TIPOBENEHUS YKa3aHHBIX PabOT omperensercss ONepaTopoM B OpraHU3AIMOHHO-
PacCIOpSIIUTENBHBIX JOKYMEHTAX 110 3aIuTe HH(pOpMaIuu.
(m. 18.2 B pen. [Ipukaza @®CTIK Poccum ot 28.05.2019 N 106)

18.3. B xome ympaBneHus (aAMHUHHCTPUPOBAHUS) CHUCTEMOM  3allluThl  HHMOpMaLMU
MH(POPMALIMOHHOM CUCTEMBI OCYIIECTBIISIOTCSA:

oTpejieNieHue JIMI, OTBETCTBEHHBIX 3a YIpaBlieHHEe (aAMUHHCTPUPOBAHUE) CHUCTEMOM 3alllUThI
uHpOpMaLU HHYOPMAITMOHHON CHCTEMBI;

YIPABICHUE YYETHBIMM 3alMCSIMHU IOJIB30BAaTENEH W NOJJEpKAHUE B AKTYaJbHOM COCTOSIHUM
NpaBUJI pa3rpaHUUuEHHs JOCTYya B UHPOPMAIIMOHHON CUCTEME;

yrpaBJeHHe CpeACTBaMH 3alIUThl HH(QOpMaluu HHHOPMALITMOHHON CHCTEMBI;

ylpaBlieHHEe OOHOBJICHUSIMU TPOTPAMMHBIX U TPOTPaAMMHO-ANMapaTHBIX CPEACTB, B TOM YHCIE
CpPEeACTB 3amuThl WHPOPMAIMU, C YYETOM OCOOCHHOCTEH (YHKIIMOHUPOBAHUS WHGOPMAITMOHHON
CUCTEMBI,

[ICHTPAIN30BAHHOE YIIPABJICHHE CUCTEMOM 3aIIUThl HHGOPMAUK HHPOPMAIIMOHHOMN CHCTEMBI (TIPH
HEOOXOIMMOCTH);

MOHHUTOPHHT U aHAIIU3 3apETUCTPUPOBAHHBIX COOBITHI B MH(POPMAIMOHHON CHCTEME, CBSI3aHHBIX C
obecrieyeHreM 0€30MMacHOCTH (faliee - COOBITHS 0€30MacHOCTH);

obecrieueHre (YHKIMOHUPOBAHUS CHUCTEMBI 3alIUTHl MH(POPMAUK MHOOPMAIMOHHON CHCTEMBI B
XOZ€ €€ SKCIUTyaTalluH, BKIIOYas BEICHHE SKCIUTYyaTAllMOHHOW JOKYMEHTAIlMM W OpraHH3allMOHHO-
PACIOPSITUTEIBHBIX JOKYMEHTOB I10 3aIIUTE HH(POPMAIIHH.

(m. 18.3 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

18.4. B xone ympaBieHus KoH(pUTyparueil WHGOPMAIIMOHHONW CHCTEMBI M €€ CUCTEMBI 3alllUThI
nH(pOpPMaIIUU OCYIIECTBISIOTCSA:

OTIpe/ICIICHUE JIUI], KOTOPBIM DPa3pelIeHbl EHCTBUS MO BHECEHUIO M3MEHECHHUU B KOH(HTYpaIuio
MH(GOPMALIMOHHON CUCTEMBI M €€ CUCTEMBbI 3alIUThl HHPOPMAINH, U UX MTOJIHOMOYUH;

OTIpe/ieJIeHNe KOMITOHEHTOB WH(OPMAIIMOHHON CHCTEMBI M €€ CHUCTEMBI 3aIUThl MH(OpPMAIHH,
MOANICKAIMUX HM3MEHEHHUI0 B paMKaxX yHOpaBieHUs KoHdurypanueil (uaeHTudukanus OOBEKTOB
ympaBieHus: KOH(UTYypanueil): mporpaMMHO-anapaTHbIe, TPOTPaMMHBIE CPEJCTBA, BKJIIOYAsi CPEACTBA
3amuThl MH(QOpPMAIMK, HX HACTPOMKH M MPOrPAMMHBIM KOJ, SKCIUTyaTallMOHHAsl JOKYMEHTAIIMS,
uHTEepQEeiichl, (haiapl 1 HHBIE KOMIIOHEHTHI, MOJISKAIINe U3MEHEHHUIO U KOHTPOJIIO;

ylpaBJieHUE U3MEHEHUAMU HH(OPMAIMOHHON CUCTEMbl M €€ CHCTEMBbl 3alluThl HH(pOpPMAIUU:
pa3paboTKa mapaMeTpoB HaCTPOWKH, 00ECTIEUNBAIOIINX 3aIUTY UHPOPMAIIUH, aHAJIN3 MTOTEHIIMAIBLHOTO
BO3/CUCTBUS IUIAHHPYEMBIX HM3MEHEHUH Ha olecneyeHue 3aluThl MH(OPMAIMM, CaHKIMOHHUPOBAHUE
BHECEHUSI HU3MEHEHUH B MH(POPMAIMOHHYIO CHUCTEMY U €€ CHCTeMYy 3alluThl HHG(OpMaLUH,
JOKYMEHTUPOBaHHE JECUCTBUI MO BHECEHHIO U3MEHEHMH B MH(POPMAIMOHHYIO CHCTEMY M COXPaHEHHUE
JAHHBIX 00 U3MEHEHUSIX KOH(PUTYpALIUK;

KOHTPOJIb IEHCTBUIA 1O BHECEHUIO U3MEHEHUH B MH(POPMALTMOHHYIO CUCTEMY M €€ CUCTEMY 3allluThl
uH(pOpMaLIUU.

Peanu3oBaHHbIE MPOIECCH YIPaBIEHUS W3MEHEHUSAMHU MH(OPMAIIMOHHON CHCTEMBI U €€ CHUCTEMBI
3alUThl  MHQOpPMALMKU JTOJDKHBI  BKJIKOYATh MPOLECCHl TapaHTUHHOrO M (MJIM) TEXHUYECKOTO
OOCIIy’)KMBaHHs, B TOM 4YHCIE JUCTAHIUOHHOIO (YAaJeHHOT0), NPOTrPaMMHBIX U TPOrPaMMHO-
anmapaTHBIX CPEJCTB, BKIIOYAsl CPEICTBA 3aIUTHl HHPOpMAIUH, UHYOPMAIIMOHHONW CUCTEMBI.

(m. 18.4 B pen. Ilpukaza PCTIK Poccum ot 28.05.2019 N 106)

18.5. B xoie pearupoBaHus Ha MHIUICHTBI OCYIIIECTBIISIOTCA:

oOHapyxeHHe U WACHTU(DUKAIWS HHIUICHTOB, B TOM YHCIIE OTKAa30B B OOCIy)XHBaHHU, COOEB
(mepe3arpy3ok) B pa0oTe TEXHHYECKHX CPEICTB, MPOTPAMMHOIO OOECIEUEHUsS U CPEJCTB 3allUThI
uHpOpPMaLMY, HAPYIICHWH NpaBWJI pa3TpaHUYEHHs JIOCTYyINa, HENPaBOMEPHBIX ACWCTBUII mo cOopy
nH(popMany, BHEIPEHUN BPEIOHOCHBIX KOMIIBIOTEPHBIX IIporpaMM (BHPYCOB) M HHBIX COOBITH,
NPUBOIALINX K BOSHUKHOBEHUIO UHLIUAEHTOB;

CBOCBPEMECHHOC I/IH(l)OpMI/IpOBaHI/Ie IIOJIB30BATCIIIMU U AAMUHUCTPATOPaMU JIML, OTBETCTBCHHBIX 3a
BBISABJICHUC MHOUIACHTOB U pCAarupoBaHUC HAa HUX, O BO3HUKHOBCHUW MHIUACHTOB B HH(l)OpMaHHOHHOﬁ
CHUCTCMC,

aHaJIu3 HWHOUIACHTOB, B TOM YHCJIC ONPCACICHUC HNCTOUYHHUKOB U IIPUYUH BO3HUKHOBCHUA
HHIIMACHTOB, a4 TAKXKC OIICHKA UX HOCJ'I@I[CTBHIZ;

IUIAHUPOBAHUE U NPUHATHE MEP II0 YCTPAHEHUIO MHIMICHTOB, B TOM YHUCIJE 10 BOCCTAHOBIICHUIO
MHPOPMALIMOHHOM CHUCTEMBI M €€ CErMEHTOB B Cilydae OTKa3a B OOCIYXHMBAHUU WJIH TOCiIE cOOeB,
YCTPAHEHUIO MOCIIEACTBUI HApYLICHUS MPABUII pa3rpaHU4YECHUs JOCTYINA, HEIPABOMEPHBIX ACHCTBUN IO
cOopy uHpopMalMy, BHEAPEHUS BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpamMM (BUPYCOB) U UHBIX COOBITHIA,
MIPUBOASAIINX K BOSHUKHOBEHHUIO HHIUJCHTOB;
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[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

TUTAHUPOBAHKE U IPUHATHE MEP IO MPEAOTBPAIICHUIO TOBTOPHOT'O0 BOZHUKHOBEHUSI UHITUACHTOB.
(n. 18.5 BBeneH [Ipukazom ®CTOK Poccunm ot 28.05.2019 N 106)

18.6. B xome wuHbopmupoBaHUS © O0OydYeHHs TiepcoHANa WHPOPMAIMOHHON CHCTEMBI
OCYIIECTBIISIOTCSI:

UHQOPMHUPOBAHUE TEpPCOHANA HH()OPMAIIMOHHONW CHCTEMBI O TOSBICHHHM aKTYaJbHBIX YIrpo3ax
0e3011acHOCTH HH(pOPMALIKH, O paBUWIaX 0e30MacHON 3KCIUTyaTaluu HHYOPMAIMOHHON CUCTEMBI;

JIOBEJICHUE 10 TIepcoHana MH(OPMAIIMOHHON CUCTeMBbI TpeOOBaHMIA MO 3ammTe MHOOpMAIHH, a
TaKXe MOJIOKEHUH OpraHu3allMOHHO-PACIIOPAIUTEIbHBIX JOKYMEHTOB 110 3aIUTe HH()OPMALIUH C yYETOM
BHECEHHBIX B HUX U3MEHEHUI;

o0yyeHHe nepcoHaga MH(OOPMAIMOHHONW CHCTEMBI MpPaBHUJIaM SKCIUTyaTallud OTAENBHBIX CPEICTB
3a1UThl UHOpPMALINU;

MpOBEJICHUE MPAKTUYECKUX 3aHATHI U TPEHHUPOBOK C MEPCOHANOM MH(DOPMAIIMOHHON CHUCTEMBI IO
OJIOKMPOBAHUIO YIpo3 0€30MacHOCTH HH(OPMAIIUK U pearupoBaHUIO HA UHIIUJICHTHI;

KOHTPOJIb OCBEJOMJICHHOCTH IepcoHana MH(OPMAIMOHHON cucTeMbl 00 yrpos3ax 0Oe30macHOCTH
nH(pOpMallvy U YPOBHS 3HAHUH MepCcoHaa 1o BoIpocaM 00ecreyeH sl 3aIluThl HHPOPMAaIIIH.

[leproanuHOCTH NMPOBENEHUS MPAKTUUECKUX 3aHATUN M TPEHUPOBOK C MEPCOHAIOM, MEPOIPHUITHH
1o OOy4eHMIO MEepcoHaja U KOHTPOJIK OCBEJIOMIIEHHOCTH INEPCOHANA YCTAHABIMBAETCS ONEPaTOpPOM B
OpraHU3alMOHHO-PACHIOPSAUTENBHBIX JTOKYMEHTaX IO 3aluTe MH(QOpPMaluu ¢ Yy4eTOM OCOOCHHOCTEH
(G YHKIIMOHUPOBAaHUS HH()OPMAIIMOHHOW CUCTEMBI, HO He pexe 1 pasa B 1Ba roja.
(m. 18.6 BBeneH [Ipukazom ®CTOK Poccuu ot 28.05.2019 N 106)

18.7. B xoze KOHTpoIIsI 32 oOecrneueHneM YpOBHS 3alIUIEHHOCTH MHPOpMalluK, cofeprKalencs B
MHPOPMALIMOHHOM CUCTEME, OCYIIECTBISIIOTCS:

KOHTPOJIb (aHANM3) 3alIUIEHHOCTH HH(OpPMAIUA C y4E€TOM OCOOCHHOCTEH (PYHKIIMOHHPOBAHUS
MH(POPMALIMOHHON CUCTEMBI,

aHanM3 M OlleHKa (QYHKIMOHUPOBAaHUSA HH(OPMAILIMOHHOW CHUCTEMBI M €€ CHUCTEMbl 3alllUThI
MHpOpPMalKK, BKIIIOYAs aHAIU3 M YCTPAaHEHHE YSI3BUMOCTEH U MHBIX HEJJOCTATKOB B ()YHKIIMOHUPOBAHUH
CUCTEMBI 3alIUThl HHPOpMAIIUH HUH(POPMALIMOHHOW CUCTEMBIL;

JOKYMEHTUPOBAHHE MPOLEIYP U PE3yJIbTATOB KOHTPOJIS 32 00ECIIEUCHNEM YPOBHS 3alUIICHHOCTH
uH(popMaluu, coaepsxaiieiics B UHGOPMALIMOHHON CUCTEME;

NPUHSATHE pEIICHUS MO pe3yJbTaTaM KOHTPOJS 3a O0O0ecrneueHHeM YpOBHS 3allMIICHHOCTH
uHopmanmu, conepxkamelcs B HHOOPMAIMOHHOHW CHCTEME, O HEOOXOIMMOCTH JOpPaOOTKH
(MoepHH3AIMN) €€ CUCTEMBI 3alIUTHl HPOPMALIHH.

Kontpons 3a obOecnedyeHneM ypOBHS —3aIMINEHHOCTH HMH(OpMalWu, CoAepkaieiics B
MHPOPMALIMOHHON CHCTEME, MPOBOIUTCS ONEPaTOpOM CaMOCTOATENbHO W (WJIH) C TPHUBICYCHHUEM
OpraHM3aluK, MMEIOUIeH JIMICH3UI0 Ha JEATENBHOCTh 10 TEXHHUYECKOW 3aIuTe KOH(UACHIMAIbHON
UHpOpMaLIUH.
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[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

[lepromu4HOCT TPOBEAICHUSI KOHTPOJIA 32 OOECIIEYCHHEM YPOBHS 3aIlMIIEHHOCTH HH(OpMAIH,
coJepxalieiics B MHPOPMAaLMOHHOM cucTteme 1 Kiacca 3alMIEHHOCTH, YCTaHABIMBAETCS ONIEPaTOPOM B
OpTaHU3aIMOHHO-PACTIOPSAUTENBHBIX JTOKYMEHTaX IO 3aluTe MHPOPMALUU C Yy4EeTOM OCOOCHHOCTEH
(GyHKIMOHUPOBAaHUS UH()OPMALIMOHHON CHUCTEMBI, HO HE peke 1 pasa B rox.

HepI/IOI[I/I‘-IHOCTI) MMPOBCACHUSA KOHTPOJA 3a oOecrieueHrueM YPOBHA 3alIUIICHHOCTHU I/IHCI)OpMaHI/II/I,
cojepxaiieiics B WH(POPMALMOHHBIX CHUCTeMax 2 M 3 KIACCOB 3alIUIIEHHOCTH, YCTAHABJIMBACTCS
OIepaTOpOM B OPTaHU3AMMOHHO-PACTIOPSIIUTEIBHBIX JOKYMEHTaX MO 3aluTe WHPOPMAIUU C yICTOM
ocoOeHHOCcTeH (QYHKIIMOHUPOBAaHUSI MHPOPMAIIMOHHBIX CHCTEM, HO HE pexe 1 pa3a B JBa roja.

(n. 18.7 BBenew Ilpukazom ®CTIK Poccuu ot 28.05.2019 N 106)

Ob6ecneyvyeHune 3awmTbl MH(bOpMaLUMK NpU BbiBOAE U3 3KCMyaTauuu
aTTecToBaHHOW MHPOPMALMOHHON CUCTEMbI UITN NOCIIe NPUHATUA
peweHnsa 06 OKOHYaHUM o6paboTkn nHdopmauum

19. OOecneuenne 3amUThl MHPOPMALUU TPU BBIBOJE U3 ODKCIUIyaTallUM aTTeCTOBaHHOU
MH(POPMALIMOHHOM CHCTEMBl MM TIOCIE NPHUHATHUS pelleHus 00 OKOHYaHMM 00paboTKH MHpOpMAaLUU
OCYILLIECTBIISICTCSI ONEPATOPOM B COOTBETCTBUM C HKCIUTYaTallHOHHOW JIOKyMEHTAallMell Ha CUCTEMY
3amMThl  MHGOpMAnMM  HMHGOPMAIMOHHOM  CHCTEMBl UM OpraHU3alMOHHO-PACHOPSIUTEbHBIMU
JOKYMEHTaMHU 10 3aluTe UHQOpMALMK U B TOM YHCJIE BKIIIOYAET:

apXUBHpOBaHUE MH(OpMAIUH, cofiepKalleiics B ”HPOPMAIIMOHHOH cucTeMe;

YHUUYTOXXE€HUE (CTHpaHWE€) JaHHBIX M OCTAaTOYHON HWHGOpMalUMU C MAIIMHHBIX HOCHUTENeH
uHpOpMalKU U (WIKM) YHUYTOXKEHNUE MAITUHHBIX HOCUTENEH HH(pOpMaIHH.

19.1. ApxuBupoBanue uH(pOpMaIUU, coaeprKamieiics B HWHPOPMAIMOHHON CHUCTEME, JOJIKHO
OCYIIIECTBIATHCS TPU HEOOXOAUMOCTH JajIbHEHIIEro WMCIOIb30BaHUS HHQPOPMAIUH B JESTEIBHOCTH
oreparopa.

19.2. VHuuyTOXKEHUE (CTHpaHHE) NAHHBIX M OCTATOYHON MH(OpPMAlMU C MAIIMHHBIX HOCHTEJEH
MHPOPMALIMK TPOU3BOIUTCS MPH HEOOXOAMMOCTH IEpeJauyd MAIIMHHOIO HOCUTENs HH(pOpMaLuu
APYroMy TIOJIb30BaTeNt0 WH(POPMAIIMOHHON CHCTEMBbl WJIM B CTOPOHHHE OpTaHU3alMM JUIS PEMOHTA,
TEXHUYECKOI0 O0CITYKUBAHUS WIN JATBHEHIIIET0 YHUUTOXKEHUS.

[Tpu BBIBOJE M3 DKCIUTyaTallMd MAITMHHBIX HOCUTEICH MH(POPMAIUH, HA KOTOPBIX OCYIIECTBISIINCH
XpaHeHHe ¥ o0paboTka MHGOPMAIHMH, OCYIIECTBIACTCS (U3MUYECKOE YHUUTOKEHHUE STHUX MAaITUHHBIX
HocuTeNel HHpOopMaIuH.

lll. TpeboBaHMA K Mepam 3aWwmTbl MHPOPMaLUN, coaepKaLiencs
B MHPOPMaLMOHHON cUcTeMe

20. ITocpencTBOM HCIOJHEHUS OPraHU3alMOHHBIX M TEXHUYECKHUX MEp 3allMThl MH(OpMAaIUH,
OTIpEENIIEMbIX B COOTBETCTBUM C NpuiokeHueM N 2 Kk HacTosmuM TpeOoBaHUSAM M pealu3yeMbIX B
MHPOPMALIMOHHOM CUCTEME B paMKax €€ CHUCTEMbI 3allUThl MH(OpPMAIMM, B 3aBHCHUMOCTU OT YIpo3
Oe3omacHOCTH  HMH(OpMAIUKM, HCIOJNB3YEeMbIX HH()OPMAIIMOHHBIX TEXHOJOTHH UM  CTPYKTYpHO-
(GYHKLIMOHATBHBIX XapaKTEPUCTUK HH(POPMAILIMOHHON CUCTEMBI OCYLIECTBISIOTCS:
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[ata coxpaHenus: 11.03.2025

a) uACHTU(UKAIUS U ayTeHTU(UKAIUSA CYObEKTOB TOCTYIA M OOBEKTOB JIOCTYTIA;
0) ympaBieHHE JOCTYIIOM CYOBEKTOB JOCTyIA K 00bEKTaM JOCTYIIa;

B) OrpaHMYCHHE IPOTPAMMHOM CPEJIbI;

T') 3allliTa MAlIMHHBIX HOCUTENeH nHpopmanuu;

1) perucTparys COObITHI 0€30MacHOCTH;

€) aHTUBUPYCHAS 3alUTa;

) oOHapykeHue (IIpeI0TBpaIIeHUE) BTOPKEHUH;

3) KOHTPOJIb (aHAJIU3) 3aIUIIEHHOCTH HH(POPMALIUH;

1) LIEJIOCTHOCTh HH(OPMALIMOHHOW CUCTEMBI M HH(POpMAIIHH;

K) IOCTYITHOCTb UH(POPMALINY;

J1) 3alllUTa Cpebl BUPTyallu3alluy;

M) 3aIUTa TEXHUUECKUX CPE/ICTB;

H) 3a1iTa THPOPMAIIMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeauu JTaHHbIX;

0) 3ammuTa MHQOPMAIIMOHHON CHCTEMBI OT aTaK, HalpaBJIEHHBIX HA OTKAa3 B 00CITY>KUBaHHH.
(1. 20 B pen. Ilpukaza ®CTIK Poccum ot 28.08.2024 N 159)

20.1. Mepsl 10 HIEeHTHU(PUKALUN U ayTEeHTU(UKAUH CYOBEKTOB JOCTyNa U OOBEKTOB JOCTYIA
JOJDKHBI  O0ECTeYrBaTh TPHUCBOCHHE CYOBEKTaM M O0BEKTaM JOCTyNa YHHKAJIBHOTO IpU3HAKa
(unentudukaropa), cpaBHEHHUE MPEIBIBIAEMOro CyOBEKTOM (OOBEKTOM) AOCTyNa HACHTU(HUKATOpA C
MepeYHeM MPUCBOEHHBIX HACHTHU(UKATOPOB, a TAK)KE MPOBEPKY MPHUHAICKHOCTH CYOBEKTY (OOBEKTY)
JOCTYyIa MPEIbIBICHHOT0 UM HACHTU(UKaTOpa (TOATBEPKICHUE MOTTMHHOCTH).

20.2. Mepsl MO yNOpaBICHHUIO TOCTYIIOM CYOBEKTOB JOCTyHma K OOBEKTaM JOCTYyIMa JOJIKHBI
obecrieynBaTh yIpaBieHHE NMpaBaMU M MPUBUIETUSMH CYOBEKTOB JOCTYMA, pa3TpaHUYCHHE JIOCTYIa
CyOBEKTOB JIOCTYMA K 00BEKTaM JOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJIEHHBIX B MH(OPMALMOHHON
CHUCTCMC IIPABUJI pa3rpaHUYCHUA JOCTYIIAd, 4 TAKKEC O6€CH€‘-II/IBaTb KOHTPOJIb CO6JIIOIICHI/ISI 9TUX IpaBUJIL.

20.3. Mepbl 10 OrpaHUYEHHUIO MPOTPAMMHON cpeAbl JOHKHBI OOecrevYrBaTh YCTAHOBKY U (WIIH)
3allyCK TOJBKO pPa3pelIeHHOTO K HCIOJIb30BAHUIO B HMH()OPMAIIMOHHOW CHCTEME MPOrPaMMHOIO
oOecrieyeHUs WJIM UCKIIOYaTh BO3MOXKHOCTh YCTAaHOBKM M (MJIM) 3amycKa 3amlpenieHHOro K
MCTIOJIb30BaHUIO B MH()OPMAITMOHHON CHCTEME MPOrPaMMHOT0 00eCTIeYCHUSI.

20.4. Mepsl Mo 3amuTe MaIIMHHBIX HOCHUTENeW mHbopmanuu (cpeactBa oOpabOTKHM (XpaHEHUs)
nH(pOpMaIllUM, CHEMHBIC MAIIMHHBIE HOCUTENIM WH(POPMAIMU) [OJDKHBI HMCKIIIOYaTh BO3MOXKHOCTH
HECAHKIIMOHMPOBAHHOTO JOCTYNa K MAalIMHHBIM HOCUTENSIM M XpaHsIIEHCs Ha HUX HH(OpMAIH, a
TaK)Ke HECAaHKIIMOHUPOBAHHOE MCTIOIH30BAaHUE ChEMHBIX MAIIMHHBIX HOCUTENICH MHPOPMAITUH.
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[ata coxpaHenus: 11.03.2025

20.5. Mepsl mo perucTpanuu COOBITHH 0€30macHOCTH JOJDKHBI OOecTeyuBaTh cOOp, 3aIuCh,
XpaHEeHHe W 3aluTy MHGOOpMAIUU O COOBITHIX O€30MacHOCTH B MH(POPMAIIMOHHOW CHCTEME, a TaKKe
BO3MOKHOCTh ITPOCMOTPA U aHaJM3a MH(YOPMAIMH O TAKUX COOBITUSX U pearupoBaHUE HA HUX.

20.6. Mephbl M0 aHTUBHPYCHOM 3aIUTE JTOJDKHBI 00ECIeurnBaTh OOHApYXEHUE B WH(POPMAIIMOHHOM
CUCTEME KOMITBIOTEPHBIX MPOrpaMM JHO0 MHOW KOMIBIOTEPHONH WHGOpMAIWH, MPETHA3HAYCHHON IS
HECAaHKIMOHUPOBAHHOTO YHUYTOXEHUS, OJOKMpPOBaHMS, MOAU(DUKAINK, KOMUPOBAHUS KOMIBIOTEPHOMN
uHOpMAlMM WM HEUTpPAIHM3AIMK CPEACTB 3alUTHl WHPOpPMAIMU, a TAKXKE pearnpoBaHHC Ha
oOHapyKeHHEe dTUX MPOrpaMM U HHGOpPMAaIUH.

20.7. Mepsl 10 OOHapyXeHHIO (MPEAOTBPAIICHUIO) BTOPKEHUH JOJDKHBI 00ECIeYnBaTh
oOHapy)XeHHe JCHCTBUH B WH(POPMAIMOHHOW CHUCTEME, HANpPaBJICHHBIX Ha IpeJIHaMEPECHHBIN
HECAaHKIIMOHUPOBAHHBIA JOCTYNl K HH(pOpMAIUM, CIelUaTbHBIE BO3JACHCTBHS Ha WH(OPMAIUOHHYIO
cuctemy u (wiu) MHPOPMAIMIO B LIENSAX €€ JOOBIBaHUSA, YHMUYTOXKEHUS, UCKAXKCHHS M OIOKUPOBAHUS
J0CTyIa K nH()OPMAIIHH, a TAKKE PearnpoBaHHUE HA ITH JCHCTBUS.

20.8. Mepbl 10 KOHTPOJIO (aHAIM3y) 3alUIIEHHOCTH HH(POpMAIMU JOJKHBI OOecreyrBaTh
KOHTPOJIb YPOBHS 3alIMILEHHOCTH MH(pOpMalLUH, coAep allencs B MHPOPMALMOHHON cucTeMe, MyTeM
MPOBEICHUS] MEPONPUATHH MO aHANN3Y 3alMIIEHHOCTH UH(OPMAIIMOHHON CUCTEMBI M TECTUPOBAHUIO €€
CUCTEMBI 3alIUThl HHPOPMAIIH.

20.9. Mepsl 10 00€CNEUEHUIO LEIOCTHOCTH MH(POPMALMOHHON CUCTEMBbl U MH(POPMALIUU JOKHBI
oOecrieunBaTh ~ OOHapy)XeHHe  (aKTOB  HECAaHKUMOHMPOBAHHOIO  HApyLIEHUS  LEJOCTHOCTHU
MHPOPMALIMOHHOM CHCTEMBl M cojepkaiieiics B Hell uHPOpManuu, a Takke BO3MOXKHOCTH
BOCCTAHOBJICHUS] HTHPOPMAIIMOHHOM CHCTEMBI U coJieprKalleiics B Hel nHpopMaluu.

20.10. Mepsl 1O OO€creYeHUIO0 JIOCTYITHOCTH HMH(OpMAIMK  JOJDKHBI — oOecreyrBaTh
aBTOPHM30BAaHHBIA JOCTYN TIOJb30BaTeNel, MMEIOIIMX IpaBa IO TaKOMY JOCTYyIy, K HWH(popMamuu,
cojepxamieiicas B MHOOPMAIMOHHOM  CUCTeMe, B IITaTHOM peXuUMe  (QYHKIHMOHUPOBAHHS
MH(GOPMaLIMOHHON CUCTEMBI.

20.11. Mepsl no 3amure cpeabl BUPTyadU3allUd JOJKHBI HMCKIIOYAaTh HECAHKIIMOHUPOBAHHBIN
nocTyn K wuH(popMammu, oOpabaThiBaeMO B BUPTYaJdbHOW HWH(QpACTpyKType, M K KOMIIOHEHTaM
BUPTYaJbHON MH(PACTPYKTYPHI, a TaKXKe BO3JCHCTBHE Ha MHPOPMALIMIO ¥ KOMIIOHEHTBI, B TOM YHCIE K
CpeICTBAaM  YIpaBJICHHUS BHUPTYaJdbHOM HHQPACTPYKTYpO, MOHHMTOPY BHUPTYAIbHBIX MAIIUH
(runepBu3opy), CHCTEME XpaHEHHs JaHHBIX (BKJIIOYash CHCTEMY XpaHEHHUS OO0pa3oB BHUPTYaIbHOM
MHQPACTPYKTYphl), CETH TNepenayd JaHHBIX 4Yepe3 DJJIEMEHThl BHUPTYaJbHOM WIH (PU3NYECKOU
MHQPPACTPYKTYPbI, TOCTEBBIM OINEPAIMOHHBIM CHCTEMaM, BHPTYaJIbHBIM MallMHaM (KOHTEHHepam),
CUCTEeME U CEeTH pEIUIMKAIMHM, TEePMUHAIbHBIM M BHUPTYaJbHBIM YCTPOMCTBaM, a TaKXe CHCTEME
PE3EPBHOTO KOMTUPOBAHMSA U CO3/]aBAEMbIM €10 KOIHSIM.

20.12. Mepbl 1o 3amMTe TEXHUYECKUX CPEACTB JOHKHBI MCKIIOYaTh HECAHKIIMOHUPOBAHHBIN
JOCTYIl K CTAaIl[MOHAPHBIM TEXHUYECKUM CpEICTBaM, OOpalaThIBAIOIIMM WH(GOPMAIUIO, CPEACTBAM,
obOecnieunBaronuM (QYHKIIMOHUPOBaHUE WHOOPMAIMOHHOM CHCTEMBI (Jajiee - CpeicTBa 00ECTICUCHHS
(YHKIIMOHUPOBAHHUS ), U B MIOMEIICHHUS, B KOTOPBIX OHU MOCTOSTHHO PACIIOJIOKEHBI, 3aIIUTy TEXHUYECKHIX
CPEICTB OT BHEIIHMX BO3JCHCTBUH, a TakkKe 3amuTy HHPOPMAIMK, TPEICTABICHHOH B BHJC
WH(OPMATHUBHBIX JICKTPUICCKUX CUTHAIIOB M (DHU3UYECKHX TIOJICH.
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20.13. Mepbl mo 3amuTe WHPOPMAIMOHHOW CHCTEMBI, €€ CPEICTB, CHCTEM CBS3U M IEepeaadu
JTAHHBIX JOJDKHBI 00ECTICUYUBATh 3aIUTY HHPOPMAILIUU TIPU B3aUMOJICHCTBUN UHPOPMAIIMOHHON CUCTEMBI
WIH €€ OTHENbHBIX CETMEHTOB C WHBIMH HH(DOPMAIMOHHBIMH CHCTEMaMU ¥ HH(POPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMH ~ CETSMU  TIOCPEJICTBOM NPUMEHEHHS apXUTEKTYphl HH(DOPMAIMOHHON
CUCTEMBI, IPOSKTHBIX PEIICHUH 0 €€ CHCTEeME 3aluThl WH(OPMAIIUY, HANIPABICHHBIX Ha oOecIeYeHHe
3alUThl HUHPOPMAIIHH.

20.14. Mepbl 1o 3amuTe WHOOPMANMOHHOW CHCTEMBI OT aTaK, HANpPaBICHHBIX HA OTKa3 B
OOCTyXMBaHUH, JOJDKHBI TPUHUMATBCS B OTHOIIEHWHM HH(DOPMALIMOHHONW CHCTEMBI, HMEIOIIEH
uHTEP(EHCH M CEPBUCHI, K KOTOPBIM JOJDKECH OBITh 00€CIIeueH TTOCTOSIHHBIN JOCTYIT U3 HHPOPMAIIMOHHO-
TeJeKOMMYHUKalMOHHOM ceTH "MHTepHeT" (nanee - cets "MHTEpHET"), U NOIDKHBI IPEAYyCMATPUBATD:

a) BbIsIBIIEHUE MHTEP(EHCOB M CEPBUCOB MH(POPMALMOHHONW CHUCTEMBI, K KOTOPHIM JOJDKEH OBITH
obecrieyeH MOCTOSIHHBIN JocTyn U3 ceTd "MHTepHeT", onpeenenne ux NpuHaJIeKHOCTH U Ha3HAYCHMS,

0) BbIsBJICHHE NYOJMYHBIX CETEBBIX aJPECOB, 3aPETUCTPUPOBAHHBIX 3a ONEpaTopoM U (WiH)
MOJYYEHHBIX OT TMpoBaijepa XOCTHHIA, M JOMEHHBIX HMEH, HCIOJb3yeMbIX [UIsI obOecreueHust
(GYHKIIMOHUPOBAaHUS UH(DOPMALIMOHHOW CUCTEMBI, ONIpe/ie/ICHUEe UX Ha3HAUCHUS,

B) BBIBJICHHE U MCKIIOYEHHE U3 HH(POPMAIMOHHON cHUCTEeMBl HUHTEpEHcOB M CEepBHCOB
MH(GOPMALIMOHHBIX CUCTEM, K KOTOpPhIM obOecrieueH noctyn u3 cetd "HMHTepHeT", myOIMYHBIX CETEBBIX
a/IpecoB M JOMEHHBIX UMEH, HE MCIIOJIb3YEMBIX /Ui o0ecnieueHust (PyHKIIMOHUPOBAHUS HHPOPMALIMOHHOM
CUCTEMBI U (W) MPUHAJJIEKHOCTh KOTOPBIX HE YCTAHOBJICHA;

r) ¢popMHpoBaHUE TNepedHs pecypcoB ceTH "MHTepHeT", ¢ KOTOPBIMH MOXKET B3aWMOJICHCTBOBAThH
nH(pOpMallMOHHAsT CHUCTEMa, BKIIIOYAIOLIETO0 MCXONAIIMHA W BXOASIIMA CETeBble IOTOKH, UX
XapaKTepUCTUKH U HCIOJIb3yeMble MPOTOKOJIbI (Jajiee - MaTpulla KOMMYHHUKAIUH HWH(POpMAIMOHHON
cuctemsl ¢ ceTbto "MHTepHeT");

J1) OIpeNieIeHue CeTEeBBIX aJPECOB, C KOTOPHIMU JIOJDKHO OBITh OOECleYeHO B3anMMOJACHCTBUE
MH(GOPMALIMOHHON CHUCTEMBI, (OPMHUpPOBAHUE CIUCKAa pa3pEIICHHBIX CETEBbIX aapPECcCOB B YCIOBHSIX
peanu3alyy aTtak, HalmpaBJIEHHBIX Ha OTKa3 B 00CITY)KUBAHUMY;

€) MCIOJIb30BaHKE MPOTPAaMMHBIX, TPOrPaMMHO-AIIAPATHBIX CPEJICTB, 00ECICUNBAIOIINX aHAIU3 U
(GWIBTPaLMIO CETEBBIX 3alpPOCOB B COOTBETCTBHUHM C MAaTpUIEH KOMMYHHUKAIUil WH(POPMALMOHHOM
cuctembl ¢ ceTblo "MHTepHeT" Ha MakCHMMadbHO BO3MOXHOM CKOPOCTH [JIS 3THX KaHAJOB CBSI3U U
BO3MOYXHOCTh OJIOKHMPOBAHHSI CETEBBIX 3aIPOCOB, OOJAJAIONINX TPU3HAKAMH aTaK, HAIMPABICHHBIX Ha
0TKa3 B 0OCITYKMBaHHH, HA CETEBOM U MPUKIIATHOM YPOBHIX HH()OPMALIMOHHON CUCTEMBIL;

’K) HalM4he JBYKPATHOIO pe3epBa IMPOIMYCKHOH CIIOCOOHOCTH KaHAJIOB Mepefadd JTaHHBIX
OTHOCHTEJIbHO 00beMOB TpaduKa B YCIOBHIX OTCYTCTBHS Pealn3alliy aTak, HAPaBJICHHBIX HA OTKa3 B
00CITyKHBaHWH;

3) HCIMOJNb30BAHHE JIaHHBIX, MOJNYYEHHBIX MNpH B3auMojAecTBUM ¢ LIeHTpOM MOHUTOpPUHIa H
YIPABJICHUS CETHIO CBSI3M 00111ero nojb3oBanus <1(1)>;
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<1(1)> Iynkr 4 Ilomoxenuss o lleHTpe MOHHUTOpPHMHTa W YIPABICHUS CETHIO CBSI3U OOLIECTO
MOJIb30BAHUs, YTBEP)KIAESHHOTO NprKa3oM Pockomuamzopa ot 31 urons 2019 r. N 225 (3apeructpupoBaH
Muntoctom Poccun 22 HostOps 2019 r., peructpauuonHslidi N 56583), ¢ U3MEHEHUSIMH, BHECEHHBIMU
npuka3zoMm PockoMmuamzopa ot 24 anpens 2024 r. N 73 (3apeructpupoBan Muntoctom Poccun 6 wroHs
2024 r., peructpaunonubsiii N 78486) (nanee - I[lonoxxenue o LlenTpe MoHUTOpUHTA).

M) o0ecrieyeHne XpaHeHHs] B TEUCHHE TPEX JIET cienyromeil nHpopmanuu o (akTax pearu3ariu
aTakK, HaIlpaBJICHHbIX HAa OTKa3 B OOCIIy)KMBAaHHUM: JlaTa U BpeMs Hayajla U OKOHYaHMs pealu3aliy aTaky,
TUN aTakd, o0beM (I'0uT/C, ceTeBhIX MaKeTOB/C), IEPEYCHb CETEBBIX AAPECOB, SBIISIONIMXCS UCTOYHUKOM
aTaK, U CETEBbIX aJIPECOB, M10JIBEPIKEHHBIX aTaKaM, IPUHUMAEMbIE MEpBHI.

(. 20.14 BBenen [Ipukazom ®CTIK Poccum ot 28.08.2024 N 159)

21. Beibop Mep 3amuthl HHGOPMALIUK IS UX pealu3ali B THPOPMAIIMOHHON cHCTEME B paMKax
€€ CUCTEMBI 3alUThl MH(POPMAIIUK BKITFOYAET:

ompenesneHue 06a3oBoro Habopa Mep 3amUThl MHGOPMALUU JUId YCTAaHOBJIEHHOIO Kiacca
3aIUIIEHHOCTH HWH(OPMALIMOHHOW CHUCTEMBI B COOTBETCTBMM C 0a30BbIMH HaOOpamMH Mep 3alllUThl
uHpOpMalLUK, IPUBEIEHHBIMU B rpuiioxkeHnH N 2 k HacTosmuM TpeOoBaHUAM;

agantanuio 0a3oBOro Habopa Mep 3amUThl MHGOPMalUKd MPUMEHHUTEIBHO K CTPYKTYpHO-
(YHKUMOHATIBHBIM XapaKTEPUCTHKAM HH(POPMALMOHHON CHUCTEMbI, MH()OPMALMOHHBIM TEXHOJIOTHUSM,
0COOEHHOCTSIM (DYHKIIMOHUPOBaHUS MHGOPMALMOHHON CHUCTEMBI (B TOM YHCIIE MPEAyCMaTPUBAIOILYIO
UCKJIIOUeHHe M3 0a3oBoro Habopa Mep 3aluThl MHPOPMALUMU Mep, HEMOCPEJACTBEHHO CBSA3aHHBIX C
MHGOPMALIMOHHBIMU ~ TE€XHOJOTHSIMH, HE HCHOJb3YyeMbIMU B HWHGOPMALMOHHONW CHUCTEME, WIH
CTPYKTYpHO-() YHKIIHOHAJIbHBIMU XapaKTePUCTUKAMH, HE CBOWCTBEHHBIMU MH(POPMALIMOHHOMN CUCTEME);

YTOYHCHHE aJanTHPOBAaHHOrO 0a30BOro Habopa Mep 3ammThl HHQOpPMAMH C YYETOM HE
BHIOpAaHHBIX paHee Mep 3alIUThl HWH(POpPMAIUH, MPUBEIACHHBIX B MPHIOKEHHH N 2 K HACTOSIIUM
TpeOoBaHusIM, B pe3ylbTaTe YEro OMpPENessIIOTCS Mephbl 3aluThl MHGOpMaluu, oOecredynBaromye
OnokupoBaHue (HEHUTpaIU3aIMIo) BCeX yrpo3 0e30macHoCTH WH(OPMAIIUY, BKIIFOUEHHBIX B MOJIENb YTPO3
0e30macHOCTH HH(POPMAIIHH;

JIOTIOJTHEHHE YTOUHEHHOTO aIallTUPOBAHHOTO 06a30BOro Habopa Mep 3aIIUThl HHPOPMALIUU MEPAMH,
oOecreynBaroNIMMH  BBITIOJIHEHHWE TpeOoBaHUM O 3amure WHGOPMAalUM, YCTaHOBJICHHBIMH HWHBIMU
HOPMATHBHBIMU TPABOBBIMU aKTaMHU B 00JIACTH 3aIUTHI UHPOPMALIMU, B TOM YUCIIE B OOJIACTH 3aLUTHI
MePCOHATbHBIX JTaHHBIX.

Jns BbiOOpa Mep 3ammThl HMHGOpMAIMM JJIs1 COOTBETCTBYIOLIETO Kjacca 3allUIIEHHOCTH
MH(POPMALIMOHHOM CUCTEMBI IPUMEHSIOTCS METOINYECKHE TOKYMEHTBI, pa3pa00TaHHbIE U YTBEP)KICHHbIE
OCTIK Poccun B cooTBeTcTBUM ¢ MOANYHKTOM 4 nyHkTa 8 Ilonmoxkenus o denepanbHoil ciayx0e 1o
TEXHUYECKOMY U JKCIOPTHOMY KOHTPOJIIO, yTBepKAeHHOro VYkasoM IIpe3unenta Poccuiickoit
@enepanun ot 16 aBrycra 2004 r. N 1085.

22. B wuH(MOpMAIMOHHOW CHCTEME COOTBETCTBYIOIIETO Kjlacca 3allUIIEHHOCTH B paMKaxX ee
CHCTEMBI 3aIUTHl HPOPMALIMU JOJHKHBI OBITh pealn30BaHbl MEPHI 3aIUTHI HH()OPMAINH, BEHIOpaHHbBIE B
COOTBETCTBMM C TyHKTOM 21 Hacrosmux TpeOoBaHwii u oOecreynBaronye OJOKHPOBAHUE
(HeWTpaIM3aIHIo) BCeX yrpo3 0€30MacHOCTH HH()OPMAIIHH.
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I[lpy sTOM B WHPOPMALMOHHOW CHUCTEME JIOIDKEH ObITh, KaK MHHHMYM, peali30BaH
aJanTUPOBaHHBIN 0a30BbII HAOOp Mep 3amuThl WH(GOPMALUH, COOTBETCTBYIOLIUI YCTAHOBICHHOMY
KJIaCCy 3aIUIIEHHOCTH HH(OPMAIIHOHHON CHCTEMBI.

22.1. B ciywae ecnu Mepbl 3almlMThl HH(DOpMAIUKM, peallM30BaHHbIC B WH(POPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHONH WHPPACTPYKTYpe IEHTpa OOpaOOTKU JAaHHBIX, 00ECICUYMBAIOT OJIOKHPOBAHKE
yrpo3 0e30MacHOCTH UHPOPMAIINH, AKTYAIBHBIX ISl (PYHKIIMOHUPYIOIICH Ha ero 6a3e MHGpOpMaIMOHHON
CUCTEMBI, IPUHATHE JOMOJHUTEIBHBIX MEP 3aIIUThI HHPOPMAIIMU B JTAaHHOW WH(OPMAIIMOHHOW CHUCTEME
He TpeOyercs. [Ipu 3TOM MONHOMOYHS B YacTH 3allMThl HH()OPMAIUK JTOJKHBI OBITh PacHpeciCHbI
MEXIy  OmepaTopoM  HHPOPMAIMOHHOM  CHUCTEMBI W ONEPaTopoM  HHPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON HH(PACTPYKTYPhI IEHTPa 0OPAOOTKHU JTaHHBIX.

(m. 22.1 BBenen Ilpukazom ®CTIK Poccuu ot 28.05.2019 N 106)

23. Ilpu HEBO3MOXKHOCTH peasin3alui B HHPOPMALIMOHHOM cCHCTeMe B paMKaX €€ CUCTEMBbI 3aIUThI
nH(pOpMallUU OTJEIbHBIX BHIOPAHHBIX MEp 3alIUTHl HHPOpPMAIUHU Ha 3Talax ajanTtaiuu 0a30Boro Habopa
Mep 3aluThl MHQOPMALMU WIM YTOYHEHHs aJanTHUpPOBaHHOro 0a3oBOro Habopa Mep 3alluThl
nHboOpMallid MOTYT pa3pabaTbiBaThCsi HHbIE (KOMIEHCHPYIOIIKME) Mephbl 3allUThl HH(OpMAaLNH,
obecrieynBaroIye aeKBaTHOE OJOKUpOBaHHE (HEUTpaau3aluio) yrpo3 6e30nacHOCTH HH(POpMaLUH.

B sToMm ciywyae B xone pa3pabOTKM CHCTEMBI 3alUThl UHGOPMALUU MHPOPMAIMOHHON CHCTEMBI
JIOJKHO OBITh NMPOBEAEHO O0OOCHOBAHME NMPUMEHEHUs KOMIIEHCHPYIOUIMX MEp 3alluThl MH(pOpMaLuu, a
IIpU aTTCCTAMOHHBIX UCIBITAHHUAX OLCHCHA JOCTATOYHOCTH M aACKBATHOCTH JAHHBIX KOMIICHCHPYIOIINX
Mep 111 OJIOKMpOBaHUs (HEHTpanu3aluu) yrpo3 6€301macHOCTH HHPOPMALIUH.

24. Mepsbl 3amuTel UHGOPMALMU BBIOUPAIOTCS U pealu3yloTcsd B MH()OPMAIMOHHON cuUCTeMe B
paMKax ee CUCTEeMbI 3aIUThl HHPOPMAIIUU C YUETOM yrpo3 0e30MacHOCTH WH(POPMALIUU TPUMEHHUTEIBHO
KO BCEM O0BEKTaM M CyObEKTaM JOCTYIla Ha alapaTHOM, CUCTEMHOM, IPUKIIATHOM U CETEBOM YPOBHSIX,
B TOM YHUCJIE B Cpe/ie BUPTYATU3ALMH U 00JIAYHBIX BBIYHCICHUH.

25. OpraHu3allMOHHBIE Mepbl UM  CpEICTBAa 3alllUThl HMHPOpPMAIUH, TNPUMEHSEMble B
MH(POPMALIMOHHOM CUCTEME, TOJKHBI 00eCIIeUnBaTh:

B MH(QOPMALMOHHBIX cHucTeMax | Kiacca 3aIlMIIEHHOCTH - 3alllUTy OT Yrpo3 0e30MacHOCTH
MH(OPMAIINH, CBI3aHHBIX C ICHCTBUAMHU HAPYIIUTENEH C BHICOKUM MOTEHIINAIOM;

B MH(QOPMALMOHHBIX cHCTeMax 2 Kjacca 3allUIIEHHOCTH - 3allUTy OT Yrpo3 Oe30MacHOCTH
MH(OPMAIINH, CBI3aHHBIX C ICHCTBUAMHU HAPYIIUTENEH C MOTEHIIMAIOM HE HIKE YCHICHHOTO 0a30BOI0;

B MH(QOPMALMOHHBIX CHCTeMax 3 Kjacca 3allUIIEHHOCTH - 3alllUTy OT Yrpo3 0e30MacHOCTH
MH(OPMAaINH, CBI3aHHBIX C ICHCTBUAMHU HAPYIIUTENEH C MOTEHIIMAIOM HE HIKe 0a30BOTO.

[ToTeHnMan HapylmIUTeNIeH ONpeeNsIeTCs] B XOAE OICHKH WX BO3MOXHOCTEH, MPOBOIMMOHN IPH
oTlpesieNiecHuu yrpo3 Oe3omacHOCTH WHGOPMAIMM B COOTBETCTBHMM C TyHKTOM 14.3 HacTOSIIUX
TpeboBanwmii.

OmnepaTopoM MOXET OBITh NPUHATO pEIIEHHE O NPUMEHEHWH B HH(POPMAIIMOHHON CHCTEMeE
COOTBETCTBYIOLIETO KJlacca 3alMIIEHHOCTH Mep 3alluThl MHPOpPMaLuHU, 00eCleunBaIOIUX 3aIlUTy OT
yrpo3 0e30macHOCTH HH(OPMALIUH, peaTU3yeMbIX HapYIIUTEIIMU ¢ 00Jiee BBICOKMM MTOTEHIIUAIIOM.
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(m. 25 B pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

25(1). OpranuzanMoHHbIE MEpBI, HAMPABJICHHbIE Ha 3alUTY MH(GOPMALMOHHONW CHCTEMBI OT aTak,
HAIPAaBIICHHBIX HAa OTKAa3 B 0OCITY)KUBAHUH, JTOJKHBI IPETYCMATPUBATh:

a) B3aUMOJICICTBUE € rOCYIapCTBEHHON CUCTEMOI OOHapyKeHMs, IPEeYNPEXICHUS U JIMKBUIALIMU
MIOCJIEJICTBUM KOMITBPIOTEPHBIX aTak Ha HH(popMannoHHble pecypebl Poccuiickoit deneparuu <1(2)>;

<1(2)> [MomnyukT "0" mynkra 2 Yka3a [Ipesunenra Poccuiickoit ®denepanuu ot 22 nexadbps 2017 r.
N 620 "O coBepIICHCTBOBAaHUU TOCYJAPCTBEHHON CHCTEMbl OOHApY>KEHUs, MNPEAYNPEKICHUS HU
JUKBHUJAIUU TIOCJICICTBUNA KOMIBIOTEPHBIX aTak Ha WHPOPMAIMOHHBIE pecypchl Poccuiickoi
denepanuun".

0) B3auMOJEHCTBHE B aBTOMATU3MPOBAHHOM pexHuMe ¢ LleHTpoM MOHMTOpPHHra W YIpaBJICHUS
CEeThIO CBSA3M 0011ero noib3oBaHus <1(3)> B paMkax MPOTUBOACIHCTBUS aTakaM, HaIPaBJICHHBIM Ha OTKa3
B 00CITy’)KUBaHUH;

<1(3)> Ilynukr 5 Tlonoxkenus o LleHTpe MOHUTOPHHTA.

B) B3aMMOJICHCTBHE C TMPOBAHJAEPOM XOCTHUHIa WIM OpraHu3aluel, NpeoCTaBISIOUICH YCIyru
CBSI3H;

r) oOIpeJereHrue TNopsA/iKa B3aUMOJEUCTBUS C MPOBAUIAEPOM XOCTHMHIA WJIM OpraHU3aluei,
MIPEAOCTABIISIIONICH yCIyTH CBSI3M, TI0 COBMECTHOMY OJIOKMPOBAHHWIO aTakK, HAMPaBIEHHBIX Ha OTKa3 B
00CITyXKHBaHHUH, U pa3TPAaHUYCHUIO 30H OTBETCTBEHHOCTH MIPH TAKOM OJIOKHUPOBAHUU;

1) obecriedyeHue NOCTYMHOCTH U3 cetu "MHTepHer" mHTEpdElicoB U CepBUCOB MH(POPMAIIMOHHON
CHUCTCMBI, MOJICKAIIUX 3alIUTC OT aTaK, HAIIPABJIICHHBIX HAa OTKAa3 B OGCHy)I(I/IBaHI/II/I, 10 CcOorjiaCoBaHUIO
CO CTPYKTYPHBIM IOJpa3/iejeHHEM, ClelUaTuCcTaMy 10 3alluTe WHGOPMALUU MOCce MPUHATHS Mep IO
KOHTPOJIIO " (I)I/IJIBTpaLII/II/I HUCXOOAIICTO U BXOOALIIECTO CETEBOI'O Tpa(pm(a B COOTBETCTBHUU C ManI/II_Ief/'I
KOMMYHUKAIi HHHOPMAITMOHHON CUCTEeMBI ¢ ceThio "MHTepHeT";

€)  BO3MOXHOCTb  pa3MelleHus:  MH(QOPMAlMOHHOW  cHUCTeMBl B HMH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON MH(pacTpyKType MpoBaiiepa XOCTHHIA, 00eCTIeYNBAIONIETO 3alIUTy OT aTak,
HANpaBJICHHBIX Ha OTKa3 B OOCIYXMBAHWU, WIH OCYHIECTBICHHE 3aIUTHl WH(POPMAIMOHHBIX CHCTEM
IyTeM IIepeHanpaBieHus] CETeBOro Tpaduka Ha TNPOrpaMMHO-aNIapaTHBIE CPEICTBA OpraHM3aINH,
OKa3bIBAOILIEH yCIyru MO KOHTPOJIO, (QMIBTPAlMU U OJOKUPOBAHUIO CETEBBIX 3alIPOCOB, 00JIAJAOMINX
NpU3HaKaMM aTaK, HANpaBJICHHBIX HAa OTKa3 B OOCIY)KMBaHWU, IPH OTCYTCTBUM TEXHHYECKOU
BO3MOYKHOCTH Y OIlepaTopa CaMOCTOATEIbHO OPTaHW30BaTh 3aIIUTY MH()OPMAIIMOHHBIX CUCTEM OT aTak,
HAlpaBJICHHBIX Ha OTKa3 B 00CITY)KHBaHHH.
(m. 25(1) BBenen Ilpukazom @CTIK Poccun ot 28.08.2024 N 159)

25(2). IIporpamMMHO-ammapaTHbIE CpEACTBA, HCIONb3yeMble JJIS OCYIIECTBICHUS KOHTPOJIS,
bunbTpauu U OJIOKUPOBAHUS CETEBBIX 3alPOCOB, OOJIAJAIONIMX TPU3HAKAMH aTakK, HAIpPaBICHHBIX Ha
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

OTKa3 B 00CITy>KHUBaHUH, JOJDKHBI OBITH PAcCIIONIOKEHBI Ha TeppuTopun Poccuiickoit deneparum.
(n. 25(2) BBenen [Ipukazom ®CTIK Poccum ot 28.08.2024 N 159)

26. TexHuyeckre Mepbl 3alIUThl WHPOPMAIMK PEATH3YIOTCS TOCPEACTBOM IMPUMEHEHHS CPENICTB
3aluThl MHPOPMAIIMK, B TOM YHCJIE TPOrPaMMHBIX (IIPOrpaMMHO-AMNIAapaTHBIX) CPEACTB, B KOTOPHIX OHU
pearu30BaHbl, UMEIOMNX HeoOxoanMble GyHKIMU O6e3onacHocTH. [1pu sToM:

B MHPOpPMAIMOHHBIX CUCTeMax | Kiacca 3alUIIEHHOCTH IPHUMEHSIOTCS CpPEACTBA 3alllUThl
nHpOpPMAaNUU HEe HIKE 4 KJlacca, a TAaKKe CPECTBA BEIYUCIUTEIFHON TEXHUKH HE HIDKE 5 Ki1acca;

B MHOPOPMAIMOHHBIX CHUCTEMax 2 Kjacca 3allUIIEHHOCTH IPUMEHSIOTCS CpPEACTBA 3alllUThl
MHPOpPMALINY HE HIKE 5 KJlacca, a TAaKXKe CPECTBA BEIYUCIUTEIFHON TEXHUKH HE HIDKE 5 Kitacca;

B MHQPOPMAIIMOHHBIX CHUCTEMax 3 Kjacca 3allUIIEHHOCTH MPHUMEHSIOTCS CpPEACTBA 3alllUThl
nH(popMaluu 6 Kiacca, a TakyKe CpeJICTBA BHIYMCIUTEIBHON TEXHUKN HE HIKE 5 Kilacca.

B undopmanmonHbix cucremMax 1 Kiacca 3alMIIEHHOCTH NPUMEHSIOTCS CepTU(HUIIMPOBAHHBIE
CpelCTBa 3alMThl MH(OpPMAIMH, COOTBETCTBYIOIIME 4 uiau Oojee BBHICOKOMY YpPOBHIO JoBepus. B
MH(POPMALIMOHHBIX CHUCTEMax 2 Kiacca 3allUIIEHHOCTH MPUMEHSIOTCA CepTU(UUIMPOBAHHBIE CPEICTBA
3aluThl  MH(OpMAalUM, COOTBETCTBYIOIIME 5 wiu Oojiee BBICOKOMY YpOBHIO JoBepusi. B
MH(POPMALIMOHHBIX CHUCTEMax 3 Kiacca 3alllUIIEHHOCTH NPUMEHSIOTCS CepTH(QUUIMPOBAHHbBIE CpPEACTBA
3a1uThl UHGOPMALIMHU, COOTBETCTBYIONIHNE 6 WK O0JIee BBICOKOMY YPOBHIO I0BEPHSL.

(8B pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

Kiaccel 3ammTsl 1 ypOBHH JOBEpUS ONPENESIOTCS B COOTBETCTBUU ¢ HOPMATUBHBIMU MPABOBBIMU
aktramu ®CTOK Poccun, n3gaHHbIMH B COOTBETCTBUM ¢ NOANYHKTOM 13.1 nmynkra 8 Ilomoxenus o
denepanbHON CIy)KO€ MO TEXHHMYECKOMY M DKCIIOPTHOMY KOHTPOJIO, YTBEPXKICHHOTO YKa3oM
IIpesunenrta Poccuiickoit @enepanun ot 16 aBrycra 2004 r. N 1085.

(B pex. IIpukaza ®CTIK Poccunu ot 28.05.2019 N 106)

B wHpOpMAIIMOHHBIX  CHUCTEMaxX  MPUMEHSIOTCS  CPEACTBa  3alUTHl  HH(OpPMAIUH,
cepTUHUIIMPOBAaHHBIE HA COOTBETCTBHE O00s3aTEIBHBIM TPEOOBaHHUSAM MO O€30macHOCTH WHMOpMAaIuu,
ycranoBieHHbIM DPCTOK Poccum, unm Ha COOTBETCTBHE TpPeOOBAHHSAM, YKa3aHHBIM B TEXHHUYECKHX
ycnoBusX (3amaHusx mo 6e3omacHoctH). [Ipu sToM (QyHKIMH OG€30MAaCHOCTH TaKHX CPENCTB JOJKHBI
o0ecrieuynBaTh BHINOJIHEHHE HACTOSAIIMX TpeGoBaHui.

(1. 26 B pen. [pukaza ®CTIK Poccum ot 15.02.2017 N 27)

26.1. Ilpu MOPOEKTUPOBAHWU BHOBH CO3aBACMBIX WM MOJEPHU3UPYEMBIX HH(OOPMAIMOHHBIX
CHUCTEM, HMEIOIMX JOoCTynm K cetd "HMHTepHeT", MOKHBI BBIOMpAThCS MapUIPYTH3ATOPBI <2>,
cepTu(UIIMPOBaHHBIE HAa COOTBETCTBHE TpeOOBaHWUsAM 10 Oe3omacHocTH wWHpopManuu (B 4YacTH
peaTu30BaHHBIX B HUX (DYHKIIHI 0€30MaCHOCTH).

(m. 26.1 BBeaen Ilpuxazom ®CTIK Poccun ot 28.05.2019 N 106; B pex. I[lpukaza ®CTIK Poccum ot
28.08.2024 N 159)

<2> Ilynkt 4 rnasel Il Krnaccudukanum cpeiacTB mporpaMMHOI0, TEXHHYECKOTO OOecredeHws,
pabor u ycuyr (mpunoxkeHue N 2 k MeTogudyecKuM yKa3zaHHSIM IO OCYIICCTBICHHUIO YydeTa
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

WH(POPMAIMOHHBIX CUCTEM u KOMITOHEHTOB WH(POPMAIIMOHHO-TEIICKOMMYHUKAITMOHHON
HH(DPACTPYKTYpHI, YTBEPKACHHBIM Mpruka3zoM MunkoMcBsi3u Poccun ot 31 mas 2013 . N 127).
(caocka BBenena [Ipukazom ®CTIK Poccuu ot 28.05.2019 N 106)

27. B ciiyuae 06paboTku B MH()OPMAITMOHHON cucTeMe MH(POPMALINK, COJepKAIeH epCOHaIbHbIC
JaHHBIC, pealn3yeMble B COOTBETCTBUU C MyHKTamu 21 u 22 Hactosmux TpeOoBaHWil Mephl 3aIIUTHI
MHpOpPMAIINN:

uisi ©HGOPMAallMOHHON cHcTeMbl | Kiacca 3amuiieHHOCcTH oOecneunBaloT 1, 2, 3 u 4 ypoBHU
3aIUIIIEHHOCTH NIEPCOHAIIBHBIX TaHHBIX <1>;

<1> YcraHaBnuBaeTCsl B COOTBETCTBUM C TpeOOBaHUSAMHU K 3alUTE NEPCOHANBHBIX aHHBIX MPU UX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMAax MEPCOHABHBIX JAHHBIX, YTBEP)KIACHHBIMH HOCTAHOBJICHUEM
[IpaButensctBa Poccuiickoit @eneparuu ot 1 HoAO0ps 2012 r. N 1119.

1 “HOOPMAITMOHHOM CHCTeMBI 2 KJlacca 3allMIIEHHOCTH oOecreunBaroT 2, 3 U 4 ypoBHU
3aIUIIEHHOCTH MEePCOHATBHBIX TaHHBIX <*>;

uisi MHGOPMALMOHHOM CHUCTeMBl 3 Kiacca 3allMIIEHHOCTH obecrnieuuBaloT 3 U 4 YpOBHHU
3alUIIEHHOCTH NEPCOHAIBHBIX JAHHBIX <*>;

a63arr ucxmoveH. - [Mpukaz ®CTIK Poccum ot 15.02.2017 N 27.

28. IIpu ucnoab30BaHUU B MH(POPMALMOHHBIX CHCTEMaX HOBBIX MH(OPMAIMOHHBIX TEXHOJOTHH U
BBISIBJICHUH JOTOJIHUTEIBHBIX YIrpo3 0€30MacHOCTH MH(OpPMAIMH, Al KOTOPBIX HE OIpeneeHbl Mephl
3alUThl HH(GOPMAIIMHU, JTOJDKHBI pa3padaThIBaTbCs KOMIEHCHUPYIOIIME MEpPhl B COOTBETCTBUU C ITYHKTOM
23 nacrosumx TpeboBaHMIA.

[Tpunoxxenue N 1

K TpeboBanusM 0 3amuTe HHGOPMAIHIH,

HE COCTABJISIONICH TOCYAaPCTBEHHYIO TallHY,
COJZIepIKALIECHCS B TOCYAAPCTBEHHBIX
MH(QOPMALIMOHHBIX CHUCTEMAX

ONPEQENEHME KINACCA 3ALUULWEHHOCTU UHOOPMALIMOHHON CUCTEMBI

CIucoK U3MEHSIOUINX JIOKyMEHTOB
(B pex. IIpukaza ®CTIK Poccuu ot 15.02.2017 N 27)

1. Knacc 3ammmenHoctu nHbopMannoHHoi cucteMbl (nepBbiid kiacce (K1), Bropoii kmace (K2),
tpetnii kiacc (K3)) ompenemsiercs B 3aBUCHMOCTH OT YPOBHsI 3HA4MMOCTH HHpopmarmu (Y3),
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

oOpabateiBacMOll B 3TOH HH(POPMAIIMOHHOW CHUCTEME, W MacmTada HHOOPMAIMOHHOW CHUCTEMBI
(benepanbHbIi, perHOHATBHBINA, 00BEKTOBBIN).
(B pex. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

Knacc zamumennoctu (K) = [ypoBeHb 3Ha4MMOCTH HHPOPMAIIUN; MACIITA0 CHCTEMBI].

2. YpoBeHb 3HAYMMOCTH HWHGPOPMAIMK ONPEICNAETCS CTENEHbI0 BO3MOXHOTO yiepda s
oOnanarenss uHpoOpMaMK (3aKa3uuka) M (WIM) Omeparopa OT HapylIeHUS KOHGUACHIMATBLHOCTU
(HemmpaBOMEpHBIE JIOCTYI, KOMUPOBAHHE, TMPEIOCTABICHUE WM pPACHpPOCTPAaHEHHE), IEIOCTHOCTH
(HempaBOMEpHBbIE YHUUYTOXKCHHE WJIM MOAM(DHUIMPOBAHKE) WM JOCTYIMHOCTH (HEIpaBOMEPHOE
OJ0KMpOBaHKE) HH(OPMAIIHH.

V3 = [(koHpuAEHIINATBHOCTD, CTENEHB yIepOa) (IIEJIOCTHOCTh, CTENEHb yiiepoa) (IOCTYIMHOCTD,
CTereHb yiepoa)],

IJIe CTEeTIeHb BO3MOXKHOTO yIiepOa omnpesensercs odnanateneM HHGpopMaluu (3aKka3uyukom) U (Hn)
OIIepaTOPOM CaMOCTOSITEIBHO KCTICPTHBIM WJIM HHBIMH METO/IAMH U MOKET OBITh:

BBICOKOW, €CIIM B pe3yibTaTe HapylleHHs OJHOTO M3 CBOMCTB 0Oe30macHOCTH HHGpOpMalu
(KOH(i)I/II[eHHI/IaHBHOCTI/I, OEJIOCTHOCTH, I[OCTYHHOCTI/I) BO3MOXXHBI CYHICCTBCHHBIC HETaTUBHBIC
MOCJIEICTBUS B COLMAILHOMN, MTOJTUTUYECKON, MEXTYHAPOIHOH, SJKOHOMUYECKON, (PUHAHCOBOM MIJIM MHBIX
oOnacTsX pesrenbHOCTH M (WiIM) HHPOpPMAMOHHAs cuctemMa W (uiau) omepatop (obiagaTens
MH(POPMAIIMN) HE MOTYT BBITIOJHATH BO3JIOKEHHBIE HA HUX (DYHKIIMH;

CpemHell, ecnu B pe3yibTaTe HApYIICHHWs OJHOTO W3 CBOMCTB 0€30MacHOCTH WH(OpMaIUH
(xoH(HUICHIINATHHOCTH, IETOCTHOCTH, JOCTYITHOCTH ) BO3MOKHBI YMEPEHHBIE HETaTUBHBIC MTOCJIE/ICTBUS B
COIMAIPHON, TOMUTHYECKOW, MEXITYHAPOIHOW, SKOHOMHUYECKOH, (DMHAHCOBOW WJIM HMHBIX O00JIACTAX
JeSTENbHOCTH W (WiH) MHpOpMAIMOHHAs cucteMa W (wim) omeparop (obnamatens wHOpMaluu) He
MOTYT BBITIOJIHATH XOTS OBl OJTHY M3 BO3JIOKEHHBIX Ha HUX ()YHKIIHIA;

HU3KOHM, eclu B pe3ylbTaTe HApYyIIEHUS OJHOTO W3 CBOWCTB 0€30MacHOCTH HWHpOpMaIuu
(KOH(UACHIMAIBHOCTH, LEJIOCTHOCTH, JIOCTYIIHOCTH) BO3MOXXHBl ~HE3HAUMUTEJIbHbIE HETaTHBHBIC
MOCTIEICTBHSI B COLMANIBHOMN, MOTUTUYECKON, MEXTyHAPOAHOM, SJKOHOMUYECKON, (DUHAHCOBOM MIJIM MHBIX
obnacTax paesTesbHOCTH W (win) wuHOpManuoHHas cucreMa W (W) omeparop (oOmamarens
MH(POPMAILIMK) MOTYT BBITIOJMHATH BO3JIO)KEHHBIE Ha HUX (DYHKIMH C HEJOCTATOYHOH 3((PEKTUBHOCTHIO
WIX BBINOJHEHUE (QYHKIUN BO3MOXKHO TOJIBKO C IIPUBJICYEHUEM JIOTIOJIHUTENBHBIX CUII U CPECTB.

WNudopmanus umeeT BbICOKUH ypoBeHb 3HaunMocTH (Y3 1), ecau X0Ts ObI Al OHOTO U3 CBOICTB
6e3omacHocTH uHpopManyu (KOHGUACHIMATBLHOCTH, [IETOCTHOCTH, TOCTYITHOCTH) OIpe/eNieHa BhICOKas
creneHs ymep6a. Mupopmanus umeer cpenHuil ypoBeHb 3HaYMMOCTH (Y3 2), eciiu XOTs OBl U1 OAHOTO
U3 CBOMCTB Oe3omacHOCTH uWHGpopManuu (KOH(GUICHIMAIBHOCTH, IIEIOCTHOCTH, JOCTYITHOCTH)
OIIpesiesieHa CPEHss CTENEHb yliepOa U HET HU OJHOTO0 CBOWCTBA, AJI1 KOTOPOrO OIpe/eieHa BhICOKAs
creneHb ymepoOa. MHbopmarus uMeeT HU3KUK ypoBeHb 3HAYMMOCTH (Y3 3), ecnu i BCEX CBOMCTB
0e3omacHoCTH WHpOpMAIMK (KOH(PUICHIIMATEHOCTH, EIOCTHOCTH, JOCTYITHOCTH) OINPEICICHBl HU3KHUE
CTEereHu ymepoa.

Ao63an uckitoueH. - [Ipukaz ®CTOK Poccun ot 15.02.2017 N 27.
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Mpuka3z ®CTIK Poccun ot 11.02.2013 N 17
(pea. ot 28.08.2024)
"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

[Ipu o6pabGoTke B MH(DOPMANMOHHOW CHUCTEME IIBYX W Ooiee BHIOB wHpOpMamuu (CiryxeOHas
TaifHa, HAJIOroBasi TailHA W WHBIC YCTAHOBJIEHHBIE 3aKOHOAATENILCTBOM Poccuiickoit ®denepaniu BUABI
MH(POPMALIUK OTPAHUYECHHOTO JIOCTYIA) YPOBEHb 3HAYMMOCTH HH(popMarmu (Y3) onpeaensaTcs OTAEIbHO
JUISL KOKI0TO BHIa wWHGopManuu. MTOroBelid ypoBeHb 3HAYMMOCTH WH(pOpMaIuu, oOpabaThiBacMOil B
WH(POPMAIIMOHHOW CHCTEME, YCTAHABIMBACTCS TI0 HAWBBICIIMM 3HAYCHHUSM CTENEHH BO3MOXHOTO
yiep6a, onpeneaeHHbIM 111 KOH(DUIEHIIMAIBHOCTH, IIETOCTHOCTH, TOCTYITHOCTH MH(GOPMAILIUU KasKOTO
BUa WH(POPMAIIHH.

3. HudopmanmonHas cuctema umeer QenepaibHblii MaciuiTad, eciu OHa (YHKUHOHHUPYET Ha
tepputopun Poccuiickoii ®enepanuu (B npeaenax (¢eaepaibHOro OKpyra) U HMEET CErMEHThl B
cyobekrax Poccuiickoit @enepannu, MyHMIMIAIBHBIX 00pa30BaHUAX U (MJIM) OpraHU3aLUsX.

NudopManmoHHas cuUCTeMa HMMEET PETHOHANBHBIA MacmTad, eciu OHa (DYHKIMOHHpPYET Ha
Tepputopun cyowekta Poccuiickoit ®Denepanuui M HMMeEET CETMEHTHI B OJHOM WM HECKOJBKUX
MYHHIIATIATLHBIX 00Pa30BaHUSX U (HMJIH) MTOIBEIOMCTBEHHBIX H WHBIX OPTaHHU3AIHSIX.

Nudopmanmonnas cucreMa uMeeT 00bEKTOBBIN MacIITad, eclii OHA (PYHKIMOHUPYET Ha 00BEKTaX
OoJHOTO (hellepaibHOTO OpraHa TOCYJAapCTBEHHOW BJIACTH, OpraHa TOCYIapCTBEHHOW BIIACTH CyOBEKTa
Poccwuiickoit denepannu, MyHHIIMIIATFHOTO 00pa30BaHus U (MJIM) OpraHU3aIlui U HE UMEET CETMEHTOB B
TEPPUTOPUATIBHBIX opraHax, MMpeaACTaBUTCIILCTBAX, (bnnnanax, IIOABEAOMCTBCHHBIX u HHBIX
OpraHu3aIusx.

4. Knacc 3anuiieHHoCcTH HH(OPMallMOHHON CUCTEMBI OIPEIENsSeTCs] B COOTBETCTBUU € TaOIUIIEH:

YpoBeHb 3HAUNMOCTHU Macmrab nHPOPMAITMOHHON CHCTEMBI
nH(popManuu
®denepalnbHbIN PernonannHeIi OOBEKTOBBIN
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3

(tabmuna B pex. [Ipukaza ®CTOK Poccun ot 15.02.2017 N 27)

[Tpunoxxenue N 2

K TpeboBaHusM 0 3amuTe HHHOPMAIHIH,

HE COCTaBJISIONIEH TOCY1apCTBEHHYIO TailHY,
COJZIepIKaLIECHCs B TOCYAAPCTBEHHBIX
MH(QOPMALIMOHHBIX CHUCTEMAaX

COCTAB
MEP 3AWLNTbI UHOOPMALIUN U UX BA3OBbIE HABOPbI
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MNpuka3z ®CT3K Poceum o1 11.02.2013 N 17
(pea. ot 28.08.2024)

"O6 yTBEpxaeHUM Tpe6oBaHuii 0 3almMTe MHGhOPMALWMK, HE COCTaBNSHo. .

[okyMeHT npegoctaBneH KoHcynbTaHTI0C
[ata coxpaHenus: 11.03.2025

AnA COOTBETCTBYIOLWENO KNACCA 3ALLMIWLEHHOCTU

WH®OPMALIMOHHON CUCTEMbI

Crucok N3MCHAOMNUX TOKYMCHTOB

(8 pen. IIpukaza ®CTIK Poccuu ot 15.02.2017 N 27)

YcnoBHOE Mepsl 3an1uThl HHGOPMAIMK B HH)OPMAITMOHHBIX Kitacest
o003HaueHe cUcCTeMax 3aIUIIEHHOCTH
1 HOMED UH(POPMAIIMOHHO
Mepbl W CUCTEMBI
3 2 1
. Unentuduxanus u ayreHTuuKanus cyobekToB qoctyna 1 00bexToB goctyna (MAD)
NAD.1 Nnentuduxanus u ayreHTHQUKANMs TOJIb3OBATENCH,| + + +
SABIISIOLINXCS] paOOTHUKAMU OIlepaTopa
NAD.2 Nnentuduxanus u ayreHTUGUKAIUSA YCTPOUCTB, B TOM + +
YHCIIe CTAllHOHAPHBIX, MOOMIIBHBIX M MOPTATUBHBIX
NAD.3 VYnpaBneHue uAEHTHPHUKATOpaMu, B TOM ducie| + + +
CO3JIaHMe, IPUCBOCHUE, YHUUTOXXCHUE HIICHTH()HUKATOPOB
NAD.4 VYnpaBneHue cpelncTBaMH ayTeHTU(UKAIMK, B TOM| + + +
quclie XpaHEeHHue, BbIj1aya, MHUIMAIA3a11s,
OJIOKMpPOBAaHUE CPEICTB AYTEHTU(QHUKALMM U TPHHATHE
Mep B Ciy4yae yTpaThl U (MJIM) KOMIIPOMETALMU CPEICTB
ayTeHTHU(UKALIUU
HNAD.5 3amura oOpaTtHoit CBSI3U npu BBOIE| + + +
ayTeHTU()UKATUOHHONW UHPOPMALIUU
NAD.6 Wnentndukanms U ayreHTHQUKaLMs IOJIb30BaTene,| + + +
HE SBIAIONUXCA pPaOOTHUKAMH oneparopa (BHEIIHHX
MOJIH30BATENCH )
NAD.7 Unentndukamms u  ayreHTUPUKAIUS  OOBEKTOB
¢bailioBoif  CUCTEMBI, 3aIyCKaeMbIX M HCIOJHAEMBIX
MojyJiel, 0ObEKTOB CUCTEM yIpaBJieHHs 0a3aMy JaHHBIX,
O0BEKTOB, CO37aBAEMBIX MPHUKIAAHBIM U CIELUAIbHBIM
IIPOrpaMMHBIM OO€cTieueHueM, UHbIX 00BEKTOB JI0CTYIa
II. Yrpasnenue 1octynoM cyobeKTOB gocTyna kK oobekTam pocrymna (YI1I)
VIIA.1 VYmpasienue (3aBeicHHE, aKTUBAIUA, OJOKMpOBaHKUE W | + + +
YHUUTO)KEHUE) YYETHBIMHU 3aIIMCSAMU II0Jb30BATENIEH, B
TOM YHCJIE BHEIIHUX 0JIb30BaTEICH
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VIIL.2

Peanuzamust HEOOXOIUMBIX METOJIOB (TUCKPEIIMOHHBIMH,
MaHJAaTHBIN, POJEBOM WM WHOW METOM), TUTIOB (YTEHHE,
3alUCh, BBIMOJHEHUE WJIM WHOW THIT) W TPaBUI
pasrpaHuYeHus J0CTyna

VI3

VYnpasnenue (pUIbTpanusi, MapIIpyTU3aLus, KOHTPOIb
COCMHECHUM, OJHOHANpPAaBJICHHAS Iepelaya M HWHBIE
CHocoOBl  yIpaBlieHUs1) HH(POPMAIMOHHBIMU TOTOKaMH
MEXIy YCTPOMCTBAMHU, CETMEHTaMu HH(POPMAIIMOHHON
CUCTeMBI, a TakkKe Mexay HHPOPMAIMOHHBIMH
CUCTEMaMHU

VII/1.4

Paznenenne mosHOMOuUMA (posieii) TOJIb30BaTEINICH,
aIMHUHUCTPATOPOB u T, 00ecreynBaroIuX
G yHKIIMOHUPOBaHNUE WH(GOPMALIMOHHON CUCTEMBI

VIIJL5

Ha3nauenne MHHMManbHO HEOOXOIUMBIX TIpaB M
NPUBUJIETHI MOJIB30BATEINSAM, aIMUHICTPATOPAM H JIUIIAM,
o0ecreunBaronuM (hyHKIIMOHUPOBAHUE
MH(POPMALIMOHHON CUCTEMBI

VIIJL.6

OrpaHuyeHHe HEYCIENIHBIX TOMBITOK BXOJa B
UH(HOPMAIIMOHHYIO CUCTEMY (moctymna K
HH()OPMAIIMOHHON CHCTEME)

VL7

[IpenynpexaeHne IOJB30BATENsT TPH €ro BXOAC B
WHPOPMAIIMOHHYID ~ CHCTEMYy O  TOM, 4YTO B
WH(POPMAIIMOHHON CUCTEME pPEeaTM30BaHBI MEPHI 3aIUTHI
uHboOpMallid, U O HEOOXOAMMOCTH COONIOACHUS UM
YCTAaHOBJICHHBIX  ONEpPaTOpoM  mpaBuil  00paboOTKH
uHpOpMaUn

VIIJL8

OmnogelieHue No0Ib30BaTENs MOCHIE YCIEIHOrO BX01a B
MH(POPMALMOHHYIO CUCTEMY O €ro IMpelbIayIeM BXOJe B
MH(GOPMALIMOHHYIO CUCTEMY

VIIJI.9

OrpannueHrue 4Yucia MapajuielbHbIX CEaHCOB JO0CTYyIa
bt KaXKI0U YYETHOMN 3aIicu IOJIL30BATENA
MH(POPMALIMOHHON CUCTEMBI

VIIJL.10

brnokxupoBanue ceanca goctyna B HH()OPMAILMOHHYIO
CHCTEMY IOCJIe YCTAaHOBJIIEHHOTO BpPEMEHH Oe3eiCTBUS
(HEaKTHUBHOCTH) MOJIH30BATENS WU TI0 €T0 3a1pocy

V11

Pazpemiennie  (3amper) aeHCTBHMI  TOJIb30BaTEJNIEH,
pa3pelIeHHbIX 10 WACHTU(DUKAINY U ayTeHTU(DUKALIUN

V.12

[lognepxka u coxpaHeHue aTpuOyTOB O€30MACHOCTH
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(MeTok Oe30macHOCTH), CBSI3aHHBIX ¢ HHpOpManuei B
MIpoIIecCce €€ XpaHeHUs: U 00padOTKH

VIIJL13

Peanmuzanus  3amMIIEHHOTO  YJAJICHHOTO  JIOCTYIa
CyOBEKTOB J1OCTyNa K 0OBEKTaM JOCTYIa Yepe3 BHELIHHUE
UH(pOpPMAIIMOHHO-TEIEKOMMYHHKAMOHHBIE CETH

VI 14

Pernamenrtanus W KOHTPOJIb  HWCIOJB30BAaHUS B
MH(GOPMALIMOHHON CHCTEME TEXHOJOTU OecrpoBOIHOTO
JocTyna

VIIA.15

Permamenranyss W KOHTPOJIb  HMCHOJIB30BAHUS B
WH)OPMAIIMOHHOW CHUCTEME MOOWMIIBHBIX TEXHHUYECKUX
CPEICTB

VIIJI.16

VYmpasieHnue B3auMOJCHCTBHEM C WH()OPMAITMOHHBIMU
CHCTEMaMU CTOPOHHHX OpraHu3aluu (BHELIHME
WH()OpPMAITMOHHBIE CHCTEMBI)

V17

ObecrnieueHue  JOBEPEHHOW  3arpy3Kd  CpEJICTB
BBIYHCITUTENIEHON TEXHUKH

II1. Orpannuenue nporpammuoi cpensl (OIIC)

OIIC.1

VYnpapneHnue 3amyckoM (0OpalieHusIMi) KOMIIOHEHTOB
MIPOrpaMMHOT0 OOecreueHusi, B TOM YHUCJE ONpesesieHne
3allyCKaeMbIX KOMIIOHEHTOB, HAacTpoWKa MapaMeTpoB
3alycKka  KOMIIOHEHTOB, KOHTPOJIb 32  3aIlyCKOM
KOMITOHEHTOB MPOTPAMMHOTO 00eCTIeueHHs

OIIC.2

VYmpasienue YCTaHOBKOM (MHCTAUISIIINEH)
KOMIIOHCHTOB IMIPOrpaMMHOTI0 O6€CHC‘-I€HI/IH, B TOM YHUCJIIC
OIIpE/Ie]ICHNe KOMIIOHEHTOB, MOAJEXKAIIUX YCTAaHOBKE,
HAacTpOMKa  IapaMeTpOB  YCTAHOBKM  KOMIIOHEHTOB,
KOHTPOJIb 32 YCTaHOBKOW KOMIIOHEHTOB IPOI'PaMMHOI0
obecrnieueHus

OIIC.3

VYcTaHoBKa (MHCTaUIALMA) TOJBKO Pa3peleHHOro K
HCIIOJIB30BAHUIO TTPOTPAMMHOTO 0OecTieUeHHsI U (MJIN) ero
KOMIIOHEHTOB

OIIC.4

VYnpasnenue BpeMeHHbIMM (aiijlaMu, B TOM YHCIE
3amper,  paspelleHue,  IIEpEHANpaBlICHUE  3allUCH,
yJajieHue BPEMEHHBIX (haiioB

IV. 3amura mammHHBIX HOocuTenel nHdopmarun (3HN)

3HN.1

VY4eT MammMHHABIX HOCHUTENeH nHpopmManuu
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3HN.2

VYrpaBieHne JOCTYIIOM K MAIIUHHBIM HOCHUTEISIM
uHpOpMaUn

3HI.3

KoHTpons mnepemenicHuss MallMHHBIX  HOCHUTEIEH
MH(POPMAIINH 32 TIPEACIbl KOHTPOIUPYEMOU 30HBI

3HN.4

HcknroueHre BO3MOYKHOCTH HECAHKIIMOHUPOBAHHOTO
03HaKOMJICHUS c coJiepyKaHueM uHpOpMaIuy,
XpaHs;IIeHcss Ha MAalIMHHBIX HOCUTENSAX, M (WJIM)
UCTIONB30BaHUSI  HOcUTeNned wuH(popMamuum B  HHBIX
MH(POPMALIMOHHBIX CUCTEMaX

3HUN.5

Kontpons  ucnonb3oBanus  MHTEpPEHCOB  BBOAA
(BpiBOma) wWHGOpMAlMM HA  MAIIUHHBIE HOCHUTEIH
uHbopmaun

3HN.6

Koutponr BBOma  (BbBojma) wuHGOpManuMu  Ha
MAaIIMHHBIE HOCUTEIH WHPOPMAIIUN

3HW.7

KoHTpons moAkioueHUss MAIIMHHBIX  HOCHUTEIEH
nHbopmauu

3HHN.8

YHu4TOXKEHHE (cTupanue) uH(popManuu Ha
MAIllMHHBIX ~HOCHUTENIAX TMpH HX [epeladye MExIy
10JIb30BaTEISIMHU, B CTOPOHHHE OpraHU3alluy AJI1 PpEMOHTA
WIA YTUIM3alMM, a TakKe KOHTPOJIb YHUYTOXKEHUS
(cTupaHnus)

V. Peructpanust coosituii 6e3onacHoctu (PCB)

PCb.1

Ompenenenne cOOBITUH 0€30MACHOCTH, TOJJIEKAIINX
perucTpanvu, U CpOKOB UX XPAHCHUA

PCB.2

OmnpeneneHue cocTaBa U cojaepkaHus MHPOpMALUU O
COOBITHUAX 0€30MaCHOCTH, OJJIEKALIUX PETUCTPALIUN

PCB.3

COop, 3amuch U XpaHeHue UHPOPMAIUU O COOBITUSIX
0€30MacCHOCTH B TEUYEHHE YCTAHOBJICHHOTO BPEMEHHU
XpaHCHHS

PCb.4

PearupoBanne Ha cOOM NpU PEruCTpalldd COOBITUI
0€30I1aCHOCTH, B TOM YHCJI€ allapaTHbIe U MPOrpaMMHbIC
omuOKu, cOOM B MexaHW3Max coOopa HHPOPMAIMH H
JOCTHUIKCHUC npeacia NI NEPCIIOJIHCHHU A 06’bCMa
(eMKOCTH) mamsITH

PCB.5

MonutopuHr  (IpOCMOTp,  aHalu3)  PE3yJIbTAaTOB
pErucTpay COOBITUI OE30MTACHOCTH U PearupoBaHHUE Ha
HUX
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PCb.6

'enepupoBaHrne  BpeMEHHBIX METOK M (WIH)
CUHXPOHM3ALML CHUCTEMHOI'O BPEMEHU B
nH()OPMAITMOHHON cHCTEME

PCB.7

3amuTa HHPOPMAIUH O COOBITUAX 0E30MaCHOCTH

PCB.8

OOGecrneyeHne BO3MOKHOCTH IIPOCMOTpA M aHajIU3a
nHpOpMalUK O JNEHUCTBUSAX OTIEIBHBIX IOJIB30BAaTENCH B
nH()OPMAIIMOHHON cCHCTEME

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peanmuzanus aHTI/IBI/Ipy0H0ﬁ 3alllUThI

AB3.2

OOHoBieHHE 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX
KOMIIBIOTEPHBIX ITPOrpamMMm (BUPYCOB)

VII. O6napyxenne propxkenuii (COB)

COBL.1

OO6HapyxeHue BTOPKEHUM

COB.2

OOHoBIeHHE 0a3bl pelIaroIINX PABUI

VIII. Koutposb (ananu3) 3amuiieHHocTd nHbopmaruu (AH3)

AH3.1

BrisBienne, aHanm3 ysa3BUMOCTEH HH(OPMAIMOHHON
CUCTEMBI U ONIEPATUBHOE YCTPAHEHHUE BHOBb BBISIBJICHHBIX
YSA3BUMOCTEHN

+

AH3.2

KoHTponb ycTaHOBKHM OOHOBJIEHHI MPOTrpaMMHOIO
oOecrieyeHHsl, BKIIOYass OOHOBIIEHHE IPOrPAMMHOTO
obecrieueHns CPeICTB 3aLIUThl HH(POPMALUU

AH3.3

KonTpons paboTocnocoOHOCTH, apaMeTpoB
HaCTpPOWKM M  TPABWIBHOCTH  (DYHKIIMOHMPOBAHUS
IPOTPAMMHOTO  OOECIIEYeHUS] ¥ CPEICTB  3aIIUTHI
uHpOpMaUn

AH3.4

Kontpo:b cocraBa TEXHUYECKUX CPEICTB,
MpPOrpaMMHOTO  OOecriedeHuss ¢ CPEACTB  3alUTHI
uHbopmaun

AH3.5

KoHTposib mpaBui reHepauuu W CMEHBI IapoJIeH
NOJTb30BaTENeH, 3aBEICHUS M YAAJICHUS YYETHBIX 3aIHCeH
NOJb30BaTeIeH, peanu3allid TMPaBUI  pa3rPaHUYCHUS
JOCTYTIOM, MOJTHOMOYHH MOJIb30BaTENCH B
MH(POPMALIMOHHON CUCTEME

IX. Obecnieuenue 1eI0CTHOCTH UHPOPMATMOHHON crucTeMbl U HH(popmarnuu (OLJT)
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OLUL1

KoHTponb 11€10CTHOCTH MPOTPAMMHOTO 00ECTICUCHHSI,
BKIIfOUasi MPOrpPaMMHOE OOECTeUeHHE CPEeICTB 3alUThI
uHhopmanuu

OLUL.2

KonTtpons nenoctHocTH MHPOPMALIUK, COAEpIKaIIeHCs
B 0a3ax JaHHBIX HHPOPMAITMOHHON CUCTEMBI

OLUL3

OGecneyenue BO3MOXKHOCTH BOCCTAHOBJICHHS
OPOrpaMMHOTO O0ECHeUeHHs, BKJIIOYas MPOTrPaMMHOE
oOecrieyeHne CpelNCTB 3almMThl  MH(QOpPMaUuu, TpU
BO3HMKHOBEHUH HEIITATHBIX CUTYaIHi

OLUL4

OOnapyxeHue W peardupoBaHUE Ha TMOCTYIJICHUE B
MH(POPMALMOHHYIO CUCTEMY He3anparmBacMbIX
AJIEKTPOHHBIX COOONICHHH (ITMCeM, JOKYMEHTOB) W WHOM
UHPOpPMALIMK, HE OTHOCALMXCSA K (DYHKIMOHUPOBAHUIO
nH()OPMAITMOHHOM CHCTEMBI (3aIUTa OT CIIaMa)

OLJL5

Kontpone conepxkanuss wHpOpMammu, nepeaaBacMoin
u3  WHPOPMAIIMOHHOW  CHCTeMBbI  (KOHTCHHEPHBIH,
OCHOBaHHBI Ha CBOHCTBaX OOBEKTa JOCTyma, H
KOHTEHTHBIM, OCHOBAaHHbIA Ha IOWUCKE 3alpPElICHHOW K
nepenadye WHPOPMAIMM C UCIOJIH30BAHHEM CHTHATYD,
MacoOK W MHBIX METOJIOB), U UCKIIFOUCHUE HETIPABOMEPHOMN
nepenayn uHGopmaryu u3 HHGOPMAIMOHHON CUCTEMBI

OLJIL.6

OrpannueHne 1mpaB IOJB30BATEIEM 1O  BBOLY
uHpOpManru B HHOOPMAITOHHYIO CHCTEMY

OLL.7

KoHTpons TOYHOCTHM, NIOJHOTBI W MPaBUIBHOCTH
JTAHHBIX, BBOJUMBIX B THPOPMAIIMOHHYIO CUCTEMY

OLUL8

KoHTponbr ommOo4YHBIX JeicTBUN TOJB30BaTENEH MO
BBOAy W  (wnu)  mepemade  uHDOpManuMM M
MpenynpekaIeHne  Toib3oBaTesied 00  OmUOOYHBIX
NENUCTBUAX

X. Obecnieuenue nocrynaoctu uHpopmaruu (OT)

OAT.1

Hcnonb30BaHue  OTKA30yCTOMUYMBBIX  TEXHHUYECKUX
CpENCTB

OAT.2

PesepBupoBanue TEXHUYECKUX CPEICTB,
MpPOrpaMMHOTO  o0ecredeHus, KaHajloOB  Iepeaayu
uHpOpMalLnK, cpeicTB obecnedeHns (PyHKIMOHUPOBAHUS
MH(GOPMaLIMOHHON CUCTEMBbI

OHT.3

KonTposns 0€30TKa3HOTrO (bYHKLIIMOHUPOBAHUS
TEXHHYECKHX CpEJCTB, OOHApyXEHHWE W JIOKAJIM3aLUsI
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OTKa30B  (YHKIMOHUPOBAHUS, TMPUHATHE Mep IO
BOCCTAHOBJICHUIO  OTKa3aBIIUX  CPEACTB U HUX
TECTUPOBaHUE

OJIT.4

[lepronndeckoe pe3epBHOE KOTIMPOBAaHUE
uHpopMalMM Ha pe3epBHbIC MAIIMHHBIE HOCHUTEIH
uHpOpMaUN

OJIT.5

Obecneuenue BO3MOXKHOCTH BOCCTaHOBJICHHS
uHOpMAlMM C PE3CPBHBIX MANIMHHBIX HOCHUTEIEH
nHpopmanuu  (pe3epBHBIX  KOMHW) B TEUCHHUE
YCTaHOBJICHHOT'O BPEMEHHOT'0 HHTEpBAJIa

OIT.6

Knacrepusanus nHpOpMaMOHHOHN cUCTeMBbI U (MITN) ee
CETMEHTOB

OHT.7

KoHTponb cOCTOSIHMST W KayecTBa IPeIOCTaBICHUS
YIIOTHOMOYEHHBIM JINIIOM BBIYUCIHUTEIBHBIX PECYpPCOB
(MoIIHOCTEH), B TOM YHMCIIE IO Tiepeaaye nHpopMauu

XI. 3amuTa cpeasl Buptyanusamuu (3CB)

3CB.1

WUnentndukanmms w  ayTeHTUQUKAIUS  CYOBEKTOB
JocTyna W OOBEKTOB  JOCTyma B BHUPTyaJbHOU
UHPPACTPYKTYpe, B TOM 4HCIE aIMHHUCTPATOPOB
yIpaBJIEHUS CPEACTBAMU BUPTYaJIN3aLluU

3CB.2

VYnopasneHue  JOCTYyNIOM CyOBEKTOB  JOCTyma K
00BEKTaM JOCTyla B BHUPTYalIbHOM HMH(ppacTpykType, B
TOM YHCJI€ BHYTPH BUPTYaJIbHBIX MallluH

3CB.3

Perucrpanust coObITHi 06€30MaCHOCTH B BHUPTYaJbHOU
nH(ppacTpyKType

3CB.4

VYnpasnenue (GpuibTpanysi, MappyTu3anus, KOHTPOIb
COCJIMHEHUs, OJHOHANpaBJIEHHas Iepeaaya) IMOTOKaMHU
MHPOPMALIMKM  MEXAY KOMIIOHEHTAMH BHUPTYaJbHOH
UHQPACTPYKTYphI, a TaKke M0 MEePUMETPY BUPTYaJIbHON

UHPPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpy3ka CepBEpPOB  BUPTYyaJIU3alH,
BUPTYyaJIbHOW  MalllMHbI  (KOHTEIHepa), CEpBEPOB
YIIPaBIICHUS BUPTYyaJu3aluen

3CB.6

VYrpaBieHue TepeMeleHHeM BUPTYaJbHBIX MAaIIUH
(koHTEHHEPOB) M 00padaThIBAEMBIX HA HUX JaHHBIX

3CB.7

KonTpons LEJTOCTHOCTH BUPTYaJIbHOU
UHPPACTPYKTYPHI U €€ KOH(PUTYpaIHii
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3CB.8

PesepBHOE KOmMpoOBaHUE MJAaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKHX CpEACTB, IPOrPaMMHOIO oOecreueHHs
BUPTYaJIbHON MH(PACTPYKTYphl, a TAKKE KaHAJIOB CBS3U
BHYTPH BUPTYaJIbHOU HHPPACTPYKTYPHI

3CB.9

Peanuzanus u ynpaBieHHe aHTUBUPYCHOW 3alllUTON B
BUPTYaJIbHON UHPPACTPYKTYpE

3CB.10

PasOuenue  BupTyanpHOM  MHGPACTPYKTYpHl  Ha
CETMEHTHI (cermMeHTHUpOBaHHE BUPTYaIBHON
uHGpacTpyKTypsl)  ansg  o0paboTku  uHPOpMaLUU
OTHENbHBIM  TOJNb30BaTeneM W (Wid)  Tpynmnou
M0JIb30BaTENEH

XII. 3ammTa Texanueckux cpeacts (3TC)

3TC.1

3amura uHpOpMaLuy, o0pabaTbiBaeMOit
TEXHHYECKHIMHU  CPEICTBAaMHM, OT €€ YTEYKH II0
TEXHUYECKUM KaHaJaM

3TC.2

Opranuszanysi KOHTPOJIMPYEMOW 30HBI, B Mpeaerax
KOTOpOH  MOCTOSHHO  pa3MEMIAloTCs  CTalMOHAapHbBIE
TEXHHYECKHE CPEe/ICTBa, 0OpabaThIBaronie MHHOpMAIHIO,
M CpeACTBa 3almIMThl WH(GOpPMAIMH, a TaKKe CpeICTBa
oOecrnieyeHus (PyHKIIMOHUPOBAHUS

3TC.3

KoHtpons u ympaBieHue (GU3UYIECKUM JOCTYIIOM K
TEXHUYECKUM CpelCTBaM, CpeacTBam 3aIUTHI
nHpOpMaInH, cpeacTBaM obecrnieueHus
GYHKIIMOHUPOBAaHMUS, a TakkKe B TOMEIICHUS U
COOpYXKEHHsS, B  KOTOPBIX  OHH  YCTaHOBIICHHI,
UCKJIIOYAIONINEe  HECAaHKIMOHUPOBAHHBIN  (u3ndYecKuii
JIOCTYI K cpeAcTBaM o0paboTKu MH(GOpMaILUY, CpeicTBaM
3alMThl  MHGOpPMALMM W CpeACTBaM  oOecTeyYeHHs
(GYHKIMOHUPOBAHUS  HMH(MPOPMAIIMOHHON  CHUCTEMBI U
MIOMEIICHUS U COOPYKEHUS, B KOTOPBIX OHH YCTAHOBJICHBI

3TC.4

Pa3memnienne  ycTpoiicTB  BBIBOJa  (OTOOpakeHHS )
uH(pOpMaIUY, UCKITIOYAIOIIee €€ HEeCAaHKIMOHUPOBAHHBIN
POCMOTP

3TC.5

3ammTa OT BHEIIHUX BO3JICUCTBUN (BO3IEHCTBUIA
OKpY>KaroIen Cpenbl, HECTaOUILHOCTU
ANEKTPOCHAOKEHUS, KOHIUIIMOHUPOBAHUS W  WHBIX
BHEIIHUX (haKTOPOB)

XIII. 3ammTa nHPOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U TIEpeIaun JaHHBIX

(31IC)
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31C.1

Pa3znenenue B nundopmannoHHol cucreMe QyHKIUHN MO
yIpaBJIeHUIO (2JMHUHUCTPUPOBAHUIO) HH(POPMALMOHHOM
CHUCTEMOH, YIPABJICHUIO (aAMUHUCTPHUPOBAHUIO)
CHCTEMOM 3aIuThl HHpOpMaIHy, GyHKIHHI 0 00padboTKe
nHpopmanun W WHBIX GYHKOUA WHPOPMAIMOHHOMN
CHCTEMBI

3UC.2

[IpenoTBpamenne  3alepKKH WM [PEpbIBAaHUS
BBITIOJIHEHUS TIPOIIECCOB C BBICOKUM NPHOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MPHUOPUTETOM

3UC.3

Obecnieuenne 3amuThl MHQOPMALUU OT PACKPBITHA,
MoauGUKAMM W HaBA3bIBaHUS  (BBOJA  JIOKHOM
uHpopMalun) npu ee nepenaye (IOArOTOBKE K Mepeaaye)
[0 KaHajaM CBSI3M, HMEIOUIMM BBIXOA 33 IIPEIEIIbI
KOHTPOJIUPYEMOI 30HBI, B TOM 4Hcjie OeCIpOBOAHBIM
KaHajaM CBSI3U

3UC.4

OOecrieyeHne JTOBEPEHHBIX KaHala, MaplipyTa Mexay
AIMUHUCTPATOPOM, IIOJIB30BATCIIEM )41 cpeacrtBaMmu
3amuThl  wHopMmaruu  (QyHKUMSIMH ~ O€301aCHOCTH
CPEeACTB 3alIUTHI HHPOPMAIINN)

3UC.5

3anpeTr HeCaHKIIMOHUPOBAHHOM y/IaleHHOW aKTUBAaIMU
BUJCOKaMep, MHKPO(QOHOB U HHBIX TepH(EepUITHbIX
YCTPOMCTB, KOTOPbIE MOTYT aKTUBUPOBATbCS yJAJIEHHO, U
OIOBEIICHUE IOJIb30BaTeNel 00 aKTUBAIMM  TaKHUX
YCTPOMCTB

3UC.6

[lepenqaua ®W KOHTPOJb WLEJIOCTHOCTH AaTPUOYTOB
0e3omacHOCTH (METOK OE30MacHOCTH), CBSI3aHHBIX C
nHopmanuel, npu oOMeHe HHPOpMANHUEH C WHBIMHU
WH(GOPMALIMOHHBIMU CUCTEMaMHU

3UC.7

KoHTponb  CaHKUMOHMPOBAHHOIO UM  HUCKIIIOUEHHUE
HECAaHKLMOHMPOBAHHOI'O  MCIIOJIB30BAaHUS  TEXHOJOTUH
MOOUJIBHOTO KOJla, B TOM YHWCJI€ PErucTpanusi COObITUH,
CBSI3aHHBIX C HCIOJIb30BAaHUEM TEXHOJIOTUH MOOUIBHOTO
KOJa, WX aHaJiu3 M pEarupoBaHHME Ha HAPYILICHUS,
CBSI3aHHBIC C HCIIOJIb30BAHHEM TEXHOJIOTHH MOOUIBLHOTO
Koza

3UC.8

KOHTposIb  CaHKIIMOHMPOBAHHOIO U  HUCKIIIOUYCHHE
HECaHKLIIMOHMPOBAHHOI'O  HUCIIOJIB30BAaHUS  TEXHOJOTUHI
nepefayd peyd, B TOM YHUCIIE pErucTpanus COOBITHUH,
CBS3aHHBIX C MCIOJIb30BAHUEM TEXHOJIOTHH IEepenadu
pedyd, HX aHaIu3 U pPearupoBaHWE HA HapYLICHUS,
CBSI3aHHBIE C MHCIIOJIb30BAHUEM TEXHOJIOTUH Iepeladu

+ +
+ +
+ +
+ +
+ +
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peun
31C.9 KoHTponb  CaHKIMOHUPOBAHHOM M  HCKIIIOUEHUE + +
HECaHKIIMOHUPOBAHHOW Tepenadu BHJICOMHGOpMAIUHU, B
TOM 4YHCIIE pErHCTpausi COOBITUH, CBSI3aHHBIX C
nepeaavei BHIcOMH(DOpMAInu, 1704 aHan3 51
pearupoBaHWE HA HAPYIICHUS, CBA3aHHBIE C Teperavei
BHJICOMH(DOpMAIUN
3UC.10 [loaTBepxxnenue MIPOUCXOKICHUS WCTOYHHKA
uHbOpMallMK, TOIy4aeMOW B TMpoIecce ONpeAeTeHuUs
CETEeBBIX JIPECOB 10 CETEBBIM MMEHAM HJIM OIPEICTICHHS
CETEBBIX UMEH I10 CETEBBIM ajJpecam
3UC.11 OO0ecrieueHre IOIMHHOCTH CETEBBIX COEAMHEHUI + +
(ceaHCOB B3aMMOJICHCTBHS), B TOM YHCJIC JUIS 3aIlUThl OT
MMOJIMEHBI CETEBBIX YCTPOUCTB M CEPBHCOB
3U1C.12 Ucknrouenue BO3MOYKHOCTHU OTPULIAHUS + +
nmosib30BaTesieM ¢akTa OTHPAaBKU HWHOOPMAIUU JAPYroMy
[10JIL30BATEIO
3UC.13 Hcknrouenue BO3MOKHOCTH OTPULIAHUS + +
mosik3oBareieM (¢akra IMOJydeHUs WHOOpPMAIMHA OT
JPYTrOro MoJIb30BaTes
31C.14 Hcnonp3oBaHue ycTpOWCTB TEPMHUHAIBHOTO JIOCTYyMa
IU1st 00paboTku uHOpMaIK
3UC.15 3ammTa apXWBHBIX (palIoB, MapaMeTPOB HACTPONKH + +
CpPEICTB  3amUThl MHGOpPMAIMA U  MPOTPAMMHOTO
obecrieyeHHss W MHBIX JAHHBIX, HE MOMJIEKAIINX
M3MEHEHHIO B IIpoliecce 00padoTku HHPOpMaLUU
3UC.16 BrisiBnenue, aHam3 u OJIOKHMpOBaHUE B
WH(POPMAIIMOHHON CUCTEME CKPBITHIX KaHAJOB Tepeaadn
nHpopmanun B 00XOJ peaJu30BaHHBIX MEpP 3allUThI
uHGOpMAallMM WU BHYTPU Pa3pPElICHHBIX CETEBBIX
MIPOTOKOJIOB
3UC.17 Pa3buenue wHPOPMAIIMOHHON CHCTEMBI Ha CETrMEHTHI + +
(cerMeHTHpOBaHUE  HHPOPMAIMOHHON  CHCTEMBI) U
obecreyeHne 3aIUTHI MIEPUMETPOB CErMEHTOB
MH(GOPMAIIMOHHON CHCTEMBI
3U1C.18 Obecnieuenue 3arpy3kd U HCIOIHEHHUS MPOrPaMMHOTO
oOecreyeHrus C MAIIMHHBIX HOCUTeNeH HHPOpMAaIH,
JIOCTYITHBIX TOJBKO JIJISL YTCHHSI, © KOHTPOJIb IIEJIOCTHOCTH
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JTAaHHOT'O MTPOTPAMMHOTO 00€CTICUeHUS

3UC.19

WM3onsiumst  mpoiieccoB  (BBIIOJHEHHE IIPOrpaMM) B
BbIJICJICHHOW 00J1aCTH MaMsATH

31C.20

3amuTa OECpOBOJIHBIX COEIUHEHUHN, IPUMEHSAEMbIX B
UH()OPMAIIMOHHOW CHCTEME

31C.21

Hckmrouenne noctymna moJsib3oBaressi K MHGopMaluuy,
BO3HMKIIEH B pPE3yJbTare JIEUCTBUM IPEAbIAYILETrO
IIOJIB30BATENSl 4YEpe3 pEeecTphl, OINEPATUBHYIO IAMSTh,
BHEIIIHUE 3a[IOMUHAIOIINE YCTPOMCTBA U MHBIE O0IIME IS
M0JIb30BaTeNel pecypcbl MHPOPMAITMOHHON CHCTEMBI

31C.22

3ammra  MHQOPMALMOHHOW CHCTEMBI OT  yrpo3
0e3omacHOCTH WH(OpPMAIIMK, HANpaBJICHHBIX Ha OTKa3 B
o0CITy>)KUBaHUM HHPOPMALIMOHHOMN CUCTEMBI

31C.23

3ammura nepuMmeTpa (Gu3ndeckux U (WIu) JIOTHISCKUX
rpaHul])  WHQOPMAIIMOHHOW  CHUCTEMBI  TIpU €€
B3aUMOJICHCTBHM  C  WHBIMH  WH()OPMAIMOHHBIMU
CUCTEeMaMH " UHPOPMAITMOHHO-
TEJICKOMMYHUKAITHOHHBIMHU CETIMU

31C.24

[Ipekpamienue  ceTeBBIX  COCAMHEHMA IO  HX
3aBEpIICHUM WM [0 UCTEUYCHUU 3aJaHHOTO OIIEpPATOPOM
BPEMEHHOI'O  HHTEpBaja  HEAKTUBHOCTH  CETEBOTO
COCIUHEHMUS

3UC.25

Hcnonp3oBanue B MHPOPMAIMOHHON cHCTEME WM ee
CEIrMCHTAax PA3INIHBIX THUIIOB OGH.[GCI/ICTCMHOFO,
MIPUKJIAJHOTO u CHELUAIBHOTO POTrPaMMHOTO
obecrieueHys (co3aHue TeTepPOreHHON Cpeibl)

3UC.26

Hcnonp3oBaHue  MPUKIATIHOTO U CHEIHAIBHOTO
MPOrPaMMHOTO 00ECIEUECHHs, MUMEIOIIUX BO3MOXKHOCTh
(GYHKIIMOHUPOBAHUS B CpefiaX pa3iIUYHbIX OMEPallMOHHBIX
CUCTEM

3UC.27

Co3nanue (OMynALUsA) JIOKHBIX HHGPOPMAIMOHHBIX
CHCTEM WJIM WX KOMIIOHEHTOB, TpPEIHA3HAYCHHBIX IS
OOHapy>XeHMs, perucTpallud W aHajau3a JeicTBUi
HapymuTelne B MpoLecce  peanu3alud  yrpos
6e30macHOCTH HHpOpMaLUU

31C.28

BocnpousBenenne  JIOKHBIX M (WIM)  CKpBITHE
UCTUHHBIX OT/AEIbHBIX MH(POPMALMOHHBIX TEXHOJOTHH U
()  CTPYKTYpPHO-(DYHKITMOHAIBHBIX  XapaKTEPUCTUK
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MHGOPMALIMOHHOW  CHUCTEMBl WJIM €€  CErMEHTOB,
obecrieynBaroliee HaBs3bIBAHUE HAPYIIUTENIO JIOXKHOTO
IpeacTaBiIeHUsT 00  HUCTUHHBIX  HMH(OPMAILIMOHHBIX
TEXHOJIOTUSIX U (WIM) CTPYKTYpPHO-(YHKIHOHAIBHBIX
XapaKTepUCTHKaX WH()OPMAIIMOHHON CUCTEMBI

31C.29 [lepeBon  wHGDOPMAIIMOHHOW  CHUCTEMBI WIH €€
YCTPOHMCTB (KOMIIOHEHTOB) B 3apaHee ONpe/IeICHHYIO
KOH(HTypaIuio, o0ecrevnBaloIyIo 3aIIUTY

uHboOpMalluy, B clyyae BO3HUKHOBEHUU OTKa30B (COOEB)
B CHCTEME 3allUThl HHPOpMaUU HHPOPMALMOHHOMN
CUCTEMBI

31C.30 3amura MOOUITBHBIX TEXHUUYECKUX cpencts,| + + +
IPUMEHSIEMBbIX B UHPOPMALIMOHHON cUCTEME

"+'" - Mepa 3amuThl HHpOpPMAIHK BKITIOYCHA B 0a30BbI HAOOP Mep /I COOTBETCTBYIOIIETO Kilacca
3alUIIEHHOCTH HHPOPMAIIMOHHOW CUCTEMBI.

Mepbl 3amuTel UHPOpPMAIUH, HEe 0003HAYCHHBIE 3HAKOM "+, MPUMEHSIOTCS TPH aJanTaliu
6a30Boro Habopa Mep U YTOUHEHHUHU aJalTHUPOBAHHOTO 0a30BOro Habopa Mep, a Takke MpH pa3paboTke
KOMIICHCUPYIOIINX MEp 3aluThl HHQOpMaIi B MHPOPMAITMOHHON CHCTEME COOTBETCTBYIOIIETO Kilacca
3aIUIIEHHOCTH.

www.consultant.ru CrpaHnua 43 n3 43
HafeXHaa npaBoBas noaaep)ka


https://www.consultant.ru/
https://www.consultant.ru/

